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EXECUTIVE SUMMARY
Smart Africa is the bold and innovative commitment from African Heads of State and 
Government to accelerate sustainable socio-economic inclusion and development on 
the continent through the use of ICT. With this aim, Smart Africa aligns closely with other 
main initiatives like the African Continental Free Trade Agreement, the African Union 
Digital Transformation Strategy for Africa, the Malabo Convention on Cyber Security 
& Personal Data Protection, UNECA’s Pan-African Trust Framework, the World Bank 
Group’s Identification for Development initiative, and multiple other local, regional and 
international initiatives and actors. The Smart Africa Alliance is open to all members 
from the private and public sector and aims to achieve a multi-stakeholder outcome 
that works for the whole of society.

With a population of 1.2 billion, Africa is the continent with the youngest population 
profile and the highest growth rates. The GSMA (2019m) reports that half the population 
in Sub-Saharan Africa will subscribe to mobile services by 2025, making it the fastest 
growing region. Equally, connectivity is improving by a strong shift from feature phones to 
smartphones and the move from 2G to 3G, and in some places to 4G. A McKinsey report 
(2019) notes that Africa is experiencing the fastest growth rates in internet usage, with 
a 20% increase each year. This increased and improved connectivity and usage could 
accelerate the inclusion of individuals and entities to enjoy enhanced socio-economic 
opportunities, and UNCTAD (2019) is estimating that the digital economy could grow 
between 4,5-15,5% of GDP.

UNECA (2019b) conducted a survey which showed that a majority of African countries 
have a strategic plans to develop and enhance their civil registration and vital statistics 
in general and especially through the use of ICT, making digital identity and its connected 
digital opportunities a major focus across Africa. 

However, digital markets are developing relatively slowly. UNECA’s (2019b) survey 
showed that nine out of ten countries are not using mobile phone technology to register 
births and deaths, missing out on major advantages in national contexts, and to widely 
varying extents between more- and less-developed countries. There is currently little 
digital trade benefiting from the scale of the wider continent other than that from potential 
international monopolies (UNCTAD 2019). Currently, intra-African trade represents 
approximately 16.6% of Africa’s GDP, compared to intra-European trade amounting to 
69% of the European Union’s GDP (Smart Africa Alliance 2020).  A major reason for 
this gap in potential is a lack of trust; the fact that many individuals and entities are 
unable to prove that they are who they claim to be, or unable to provide the necessary 
credentials to allow them access to goods and services. Whilst a national problem in its 
own right, this is enlarged when considering the missed opportunities across all Smart 
Africa member states. There are multiple focus areas required to be addressed in order 
to establish this inter-person, cross-sector, and cross-country trust.
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This Blueprint is proposing a governance structure and technical framework based on 
aligned decision-making processes and the mutual recognition of respective ID systems, 
based on common standards and rules. First, it develops the concept of a continental 
alliance, the Smart Africa Trust Alliance (SATA). The aim is to bring together public 
and private stakeholders around a common approach to ensure mutual recognition of 
digital identities on the continent on the basis of a federated approach. This Alliance will 
be guided by the sovereign rules represented by the authorities in charge of registering 
and issuing identities in each Member State. This blueprint then provides an overview 
of the rules and requirements of this common approach. These suggestions have been 
developed on the basis of a thorough exchange within the Smart Africa Working Group 
for Digital Identity as well as with external experts who kindly shared their knowledge.

Through the guidance provided in this document, the members of the Smart Africa 
Alliance will find a structured approach on how to achieve its bold commitment to the 
digital transformation of within and across their states. If embraced, the proposed 
approach will greatly contribute to a single digital market that drives the socio-economic 
inclusion of all to achieve the SDGs, as well as the generation of wealth through free trade 
and the regulated movement of goods, capital, and people. The proposed structure will 
embrace state of the art technologies and be respectful of the countries’ sovereignties.
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FOREWORD

Digital Identity systems are at the heart of Africa’s 
digital transformation agenda. They can help us 
reach marginalized populations, enhance public 
service delivery, and unlock new economic oppor-
tunities. Two great challenges are preventing our 
continent from fully benefiting from this potential 
today. First, a large part of the population is still left 
behind, with 55 percent of people without official 
identification record in Sub-Saharan Africa. Second, 
our ID systems are mostly fragmented and national, 
making access to services inconvenient for citizens 
or businesses and driving up costs for both provi-
ders and users. The Republic of Benin has decided 
to lead the development of a Smart Africa blueprint 
that will facilitate and enable future pan-African in-
teroperability of ID systems. Interoperability indeed 
holds the immense power to tackle our two main 
challenges. 
 
Interoperability will allow us to develop flexible and 
innovative strategies for the deployment of ID sys-
tems and the registration of citizens, and hence to 
reach larger parts of the population, by enabling 
various digital identities to operate in a framework 
of differing levels of assurance. This approach could 
make an increasing number of services accessible 
for citizens. While the efforts to build a trusted and 
comprehensive government database of birth certi-
ficates are still essential, this integration of various 
existing functional ID systems could significantly 
accelerate our socio-economic development. Such 
an evolution will require an interoperable framework 
for the mutual recognition between identity provi-
ders, based on rules defining the required level of 
assurance. Most of all, it requires trust between 
participating stakeholders. 
 
The interoperability of ID systems could also beco-
me a key practical contributor to a better integrated 
digital market in Africa, facilitating movement of 
goods and people across the continent. It would 
undoubtedly enhance digital services and create 
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wide-ranging new economic opportunities across Africa to support the African Continental 
Free Trade Area. Again, such an evolution requires trust among participating governments, 
businesses and citizens. 
 
Trust is essential at all levels. This blueprint therefore recommends creating a Smart Africa 
Trust Alliance (SATA) - a governance structure and technical framework based on aligned 
decision-making processes and the mutual recognition of respective ID systems, based 
on common standards and rules. These suggestions have been developed on the basis of 
a thorough exchange within the Smart Africa Working Group for Digital Identity as well as 
with external experts who kindly shared their knowledge. 
 
Together, we would like to emphasize on the importance of some political principles this 
Alliance should follow : full respect of States’ sovereignty to ensure trust between govern-
ments, as well as high standards for data protection to ensure ID systems are trusted by 
our citizens. On top of all that, Africa’s data must remain in Africa and the Alliance should 
at first target private providers based on the continent.

The Republic of Benin is deeply committed to these principles and has been pioneering 
many initiatives in this context. In March 2020, a standard platform to access more than 
300 e-services was launched, which provides citizens with a fully-fledged authentication 
model based on their personal identification number. Benin is also engaged in the 
regional initiative WURI – which aims to increase the number of people who have 
unique government-recognized identification that provides access to services. It should 
include 100 million individuals in West Africa by 2028. Because of its strong belief in the 
potential of ID systems for the development of the continent, and the need for strong 
coordination of stakeholders in this field, the Benin government is happy to lead the 
Smart Africa blueprint on this matter.

Smart Africa Member States and private operators will now have access to a reference 
document presenting high-level principles and the required institutional arrangements, 
with an initial roadmap on how to create an effective framework for safe and trusted 
cross-border digital interactions in the future. As this is not a journey that should be 
travelled alone, various African and international partners shared their best-practices 
and experiences in setting up their own Digital ID systems and will be further associated 
to this project. We would to express our gratitude to them once again and call for other 
to join us as well.
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GLOSSARY
The glossary reflects this stage of the Blueprint and might have to be adjusted as the 
project evolves and the roles and responsibilities will be further defined. 

Attribute

A named quality or characteristic inherent in or ascribed to someone or something, 
including natural and legal persons. In ID systems, common identity attributes include 
name, age, sex, place of birth, address, fingerprints, photo, signature, identity number, 
etc. (adjusted from WB ID4D Glossary). Attributes are being used to authenticate 
someone or something, but also to authorise a transaction. In the latter, they can include 
information like payment pattern, affiliation with an organisation, or existing relationship 
as a customer with an organisation. 

Credential

A document, object, or data structure that vouches for the identity of a natural or legal 
person through some method that facilitates the authentication and/or authorisation 
process. Common types of identity credentials include—but are not limited to—ID cards, 
certificates, numbers, passwords, biometrics, tokens or SIM cards (adjusted from WB 
ID4D Glossary).

CRVS (Civil registration and vital statistics)

Civil registration is defined by the United Nations as the “Universal, continuous, permanent 
and compulsory recording of vital events provided through decree or regulation in 
accordance with the legal requirements of each country.” Vital events include birth, 
marriage, divorce, adoption, death, and other life events that affect an individual’s 
identity and civil status. Civil registration is a critical data source for producing vital 
statistics, which are essential for setting targets and evaluating social and economic 
plans, including the monitoring of health and population intervention programmes, and 
the measurement of important demographic indicators of levels of living or quality of 
life, such as expectation of life at birth and the infant mortality rate (United Nations 
Statistics Division).

Data Protection

Defines the rules and requirements to protect data. The Malabo Convention (African 
Union Convention on Cyber Security and Personal Data Protection - 2014) lays down 
rules aimed at strengthening fundamental rights and public freedoms, particularly the 
protection of physical data, and punishing any violation of privacy without prejudice to 
the principle of free flow of data of personal data. The mechanism so established shall 
ensure that any form of data processing respects the fundamental freedoms and rights 
of natural persons while recognizing the prerogatives of the State, the rights of local 
communities and the purposes for which businesses were established (Article 8).
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The Malabo Convention defines processing of data as any operation or set of operations 
which is performed upon personal data, whether or not by automatic means such as 
the collection, recording, organization, storage, adaptation, alteration, retrieval, backup ; 
copy, consultation, use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination and locking, encryption, erasure or destruction of 
personal data (Article 1).

Digital Functional Identification (ID) Scheme

The digital version of a Functional Identification (ID) system. By combining the 
information with Digital Foundational Identification (ID) Schemes and in line with strong 
data privacy and protection rights, Digital Functional Identification (ID) Solutions can 
serve the whole society with opportunities to develop the digital economy through an 
integrated and accountable system. 

Digital Foundational Identification (ID) Scheme

The digital version of a Foundational Identification (ID) System.

Digital Identity

A set of electronically captured and stored attributes and/or credentials that satisfactorily 
within context and according to the LoA identify someone or something. Digital identity 
includes information required for authentication and authorisation; hence, a digital 
identity is not unitary, but can help the identification of a natural or legal person across 
the whole identity lifecycle (please see Appendix for more details on the identity lifecycle). 
As described by NIST (2017): A digital identity is always unique in the context of a digital 
service but does not necessarily need to uniquely identify the subject in all contexts. 
In other words, accessing a digital service may not mean that the subject’s real-life 
identity is known.

Digital Identification (ID) Scheme

Either a Digital Foundational Identification (ID) Scheme or a Digital Functional 
Identification (ID) Scheme. This will be used in the context where it is simply important 
to understand that the Identification Scheme is digital and not analogue. 

eIDAS

eIDAS is the short handle name for Regulation (EU) No. 910/2014 on electronic 
identification and trust services for electronic transactions in the internal market and 
repealing Directive 1999/93.EC. The eIDAS regulation removed the legal barriers to 
acceptance of eIDs issued by other member states through the fact that it is a regulation 
and therefore has direct legal effect across all member states.  The associated 
Implementing Acts provide the framework for the technical architecture. The mandatory 
recognition of eIDs issued as part of a notified scheme came into effect on 29 September 
2018 (Clowes, Neil 2020). 
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Foundational Identification (ID) Solution

An identification system primarily created to manage identity information for the general 
population and provide credentials that serve as proof of identity for a wide variety of 
public and private sector transactions and services. Common types of foundational 
identification (ID) solutions include civil registries, universal resident or national ID 
systems, and population registers.

Usage:

 n Countries typically have multiple foundational identification (ID) solutions that 
may or may not be entirely distinct. For example, a country may have a popula-
tion register linked to the civil registration system that is used both to generate 
population statistics and as the basis on which national ID cards are issued.

 n Foundational identification (ID) solutions are also typically legal ID systems, with 
the primary purposes of establishing or recognizing legal identity and issuing 
government-recognized credentials.

 n The distinction between foundational and functional identification (ID) solutions 
is about the purpose for which they were created. In some countries—typically 
where foundational identification (ID) solutions have been weak or non-existent 
outside of civil registration—functional credentials are used as the primary 
means of identification and authentication for a variety of purposes, (e.g., dri-
ver’s licenses or social security numbers in the U.S.); however these are not 
typically considered to be foundational systems as their primary purpose is still 
sector-specific. (WB ID4D Glossary)

Functional Identification (ID) Solution

An identification system created to manage identification, authentication, and 
authorization for a particular service or transaction, such as voting, tax administration, 
social programs and transfers, financial services, and more. Functional identity 
credentials—such as voter IDs, health and insurance records, tax ID numbers, ration 
cards, driver’s licenses, etc.—may be commonly accepted as proof of identity for broader 
purposes outside of their original intent, particularly when there is no foundational 
identification (ID) solutions (WB ID4D Glossary). Functional identities are of particular 
importance in driving the socio-economic inclusion of a country, since they are directly 
linked to use cases such as access to services and benefits. 

Identity, Identification, ID (their distinction)

Identity is an intangible, always contested multidimensional something an individual 
creates, or perhaps has, as a result of their interactions with other human beings and 
systems.

Identification implies a process. It describes a proof, system, or transaction involving a 
subject and an evaluator, centred around verifying a claim that a person is one person 
and not any other (authentication). It also applies when referring to the recording of 
certain attributes — biodata, biometrics, claims — in a formal record, a “credential,” that 
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grants specific rights or permissions to the individual (authorisation).

ID often implies a tangible artefact — a document or element that supports a claim 
or signals that identification might be possible. It is the manifestation of a credential, 
typically in physical form or through biometrics (Caribou Digital 2018).

Identification (ID) Scheme

A Scheme providing foundational and/or functional identification information, but not in 
a digital format. This can be further broken down into (a) a Foundational Identification 
(ID) Scheme, or (b) a Functional Identification (ID) Scheme. 

Level of Assurance

Levels of assurance (LoAs) define the ability to determine, with some level of certainty 
or assurance, that a claim to a particular attribute made by some person or entity can 
be trusted. The LoA determination is set at the beginning of an identity lifecycle and 
adherence to this level has to be proven throughout the authentication and authorisation 
process as measured by the associated technology, processes, and policy and practice 
statements. There are various standards to describe these, like ISO 29115, NIST 
Electronic Authentication Guidelines NIST.SP.800-63, and ETSI Identity and access 
management for Networks and Services.

Mutual recognition

When a digital identification is required for authentication and/or authorisation under 
national law or by administrative practice to access a good or service provided by a 
Relying Party, the digital identification means issued by the TSP shall be recognised by 
the Relying Party for the purposes, provided that the following conditions are met:

the digital identification means is issued under a digital identification scheme that has 
been certified by a Trust Alliance;

the assurance level of the digital identification means corresponds to an assurance 
level equal to or higher than the assurance level required by the relevant Relying Party 
to access that service;

the relevant Relying Party uses the assurance level in relation to be accessing that 
service (adjusted from European Parliament and the Council 2014).

National Identity

A foundational identification system that provides national IDs (NIDs)—often a card—
and potentially other credentials. In many countries, a primary function of national ID 
systems has been to establish and provide recognition and proof of nationality and/or 
residency status (WB ID4D Glossary).

Usage:
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 n There is no commonly agreed-upon definition of an NID system and countries 
have used this term to refer to a variety of types of ID systems. For example, 
“national” may be interpreted both as providing proof of nationality and/or in the 
sense that the system is nation-wide in scope.

 n Most so-called NID systems normally provide proof of legal identity
 n Use “national ID” or “NID” when referring to the credential (e.g., a card) and “na-

tional ID system” or “NID system” when referring to the entire system, including 
databases, etc.

Privacy 

The right to privacy is addressed in article 12 of the Universal Declaration of Human 
Rights, proclaimed by the United Nations General Assembly in Paris on 10 December 
1948 (United Nations 1948). However, with the introduction of the internet, privacy 
requires a more explicit definition. Privacy is a term understood differently depending 
on who you ask, on cultural norms, on who is asking, and what the information should 
be used for. Privacy is often defined as a form of self-determination—custody of the 
facts of one’s life, from strings of digits to tastes and preferences. Generally, there is an 
understanding that personal data belong to the data subject—unless the data subject 
decides otherwise. This version of privacy considers everything we know about ourselves 
and wish to control (McCreary, Lew 2008). In 2016, the EU launched its General Data 
Protection Regulation (GDPR), which was enforced in 2018 (European Parliament and 
the Council 2016) and institutionalised the concept of consent. This law is considered a 
flagship for many reasons. Important in this context are following three elements: 

In 2014, the African Union adopted the Convention on Cyber Security and Personal Data 
Protection. Important provisions of the Convention in this context are:

1. The definition of personal data: “any information relating to an identified or 
identifiable natural person by which this can person be identified, directly or in-
directly in particular by reference to an identification number or to one or more 
factors specific to his/her physical, physiological, mental, economic, cultural or 
social identity” (Article 1).

2. The definition of consent: “any manifestation of express, unequivocal, free, spe-
cific and informed will by which the data subject or his/her legal, judicial or treaty 
representative accepts that his/her personal data be subjected to manual or 
electronic processing” (Article 1).

3. The principle of data purpose, relevance and storage of processed personal 
data: “data collection shall be undertaken for specific, explicit and legitimate 
purposes, and not further processed in a way incompatible with those purposes; 
Data collection shall be adequate, relevant and not excessive in relation to the 
purposes for which they are collected and further processed” (Article 13).

4. The regulation of interconnection of personal data files: the interconnection of 
files “should not lead to discrimination or limit data subjects’ rights, freedoms 
and guarantees, should be subject to appropriate security measures, and also 
take into account principles of relevance of the data which are to be interconnec-
ted” (Article 15).
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Proof of a Legal Identity

A credential, such as a birth certificate, identity card or digital identity credential, that 
is recognized as proof of legal identity under national law and in accordance with 
emerging international norms and principles (United Nations Legal Identity Expert 
Group Operational Definition of Legal Identity). 

Registration and ID issuing authority/ies

Governmental department or function mandated with the creation of a Foundational 
Identification (ID) system/ National Identity for every citizen in the country. Sometimes 
this mandate also includes residents or even migrants, refugees or other individuals. In 
many cases, this is captured under the mandate of national ID agencies creating a CRVS 
(Civil Registration and Vital Statistics) system. However, it is important to note that a 
CRVS can be broken down into different responsibilities, with vital statistics often being 
managed by the Ministries of Health and/or National Statistical Offices. A registration 
and ID issuing authority should be best owned and managed by one authority. 

Trust Alliance

The Trust Alliance operates the trust framework and comprises the organizational, 
regulatory/legal, and technical measures to operate in that role, in a way that is in line 
with national and regional governing bodies, as well as the Trust Alliance members.

Trust Framework

A fundamental trust-assuring mechanism that provides secure, standardized, privacy-
respecting, resilient, access to a multiplicity of networks, digital systems and technology 
platforms, irrespective of whether these networks, systems and technology platforms 
themselves are legacy, proprietary or built on open standards (adjusted from UNECA 
2020). The Trust Framework will be defined and managed by the Trust Alliance, and 
regularly shared and enriched through public consultations.  

Trust Service

Digital service which enhances trust and confidence in digital transactions (adjusted 
from European Telecommunications Standards Institute 2012). In this case, the digital 
service consists of the creation, authentication, and authorisation of digital identity 
credentials and attributes pertaining to a claiming natural or legal person. 

Trust Service Provider

A Trust Service Provider (TSP) is an entity which provides one or more digital Trust 
Services (adjusted from European Telecommunications Standards Institute 2012).
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SECTION I

TOWARD A “SMART AFRICA 
TRUST ALLIANCE”
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SECTION I – INTRODUCTION AND MISSION
The Smart Africa Alliance is founded on a commitment by the Heads of State and 
Governments of African nations to utilize ICT as an essential driver of productivity and 
sustainable socio-economic development on the continent (Smart Africa Manifesto 
2013).

The creation of Smart Africa is a testimony of our resolve to put in 
place the right policy and regulatory environment that will encourage 
partnerships, entrepreneurship, job creation and knowledge sharing.

- H.E Paul Kagame, President of the Republic of Rwanda and Chairman 
of the Smart Africa Board, Strategic Vision (ibid)

Smart Africa’s audacious vision is to tackle this challenge and build a single digital 
market by 2030, with digital products and services accessible easily throughout the 
continent and operating seamlessly with the rest of the world. Digital identity represents 
the backbone of Africa’s transformation into a digital single market, as it is a basic 
building block for access to both public and private services (Smart Africa Concept 
Note 2020).

The aim of the Sustainable Development Goal (SDG) 16.9 is for all people to have a legal 
identity by 2030.  African countries have accordingly been investing in their foundational 
identification (ID) solutions, including the introduction of national ID systems and the 
digitalization of their Civil Registration and Vital Statistics (CRVS) systems, supported 
to a great extent by development partners such as the World Bank, the United Nations, 
and bilateral donors. 

Smart Africa’s digital identity working group brings together a range of public-private 
actors around the shared goal of achieving pan-African interoperability in a digital single 
market by 2030. Interoperability - namely, the mutual recognition of different types of 
digital identification (ID) schemes in Africa - is expected to accelerate economic growth 
on the continent by complementing the African Continental Free Trade Agreement 
(AfCFTA), increasing efficiency and effectiveness by reducing duplication and 
fragmentation in ID systems, and reducing the transaction costs of inter-African trade 
both online and physically. 

Society requires trust to function (WEF 2020). In a world that relies increasingly on 
information in digital form, digital identity constitutes an essential component of trust. 
In order to establish trust for any online transaction, all parties must know the identity of 
the people and entities with whom they are interacting and must have confidence that 
they really are who they claim to be – and that they are still the same people or entities 
they have claimed to be previously. Specifically, all parties must know that the sources 
of credentials and attributes used to assert identity claims are valid and reliable, and 
that those claims themselves are verifiable (WEF 2020).

However, difficulties with asserting identity in a digital world fuel uncertainty and a lack 
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of trust that limits the adoption of services offered online, however valuable they might 
be (WEF 2020). It has also been noted that this lack of trust is caused in part by the 
fragmentary or limited state of existing ID systems, privacy and data security laws, data 
sharing rules, and a lack of confidence in African national and regional cooperation. 
Crucially, Smart Africa seeks to “support and enhance cross-border trust between 
parties in multiple African countries”’ based on robust identification systems built to 
international standards (Smart Africa Concept Note 2020). Accordingly, this Blueprint 
was proposed as the means of assisting both public and private actors with the design 
and implementation of individual digital identification (ID) schemes so that such schemes 
are trusted by all stakeholders based on shared rules and minimum requirements, and 
thus facilitate mutual recognition. To address this mandate, this Blueprint does two 
things. Firstly, in Section 1, it elaborates on the concept of a continental alliance, namely, 
the Smart Africa Trust Alliance (SATA). This is the coming together of public and private 
stakeholders in a federated manner around a shared approach to achieving the mutual 
recognition of digital identities on the continent. SATA will be guided by the sovereign 
rules represented by each member state’s registration and identity issuing authority or 
authorities. Secondly, in Section 2, it outlines the rules and requirements of this shared 
approach. In other words, Section 1 makes the case for the SATA, and Section 2 provides 
the framework that SATA members will need to follow and be evaluated on. 

Overall, this Blueprint follows the working group’s Concept Note as the second stage in 
the broader project of implementing interoperable digital identity pilot projects in three 
Smart Africa countries. 

This Blueprint is chiefly based on a virtual workshop hosted by the Benin Government 
which took place from March 31st to April 2nd 2020. Participants of the Smart Africa 
digital identity working group came together to discuss the necessary requirements 
for trusted, mutually recognised digital identification (ID) schemes across the Smart 
Africa member states. Over the three days, presentations and discussions among key 
stakeholders generated points of consensus, which are the substance of this Blueprint. 
It is thanks to these participants that the following Blueprint can be suggested, which 
are (in alphabetic order): 

 n African Union (AU)
 n Best Solutions
 n Cybernetica
 n Digital Equity
 n DXC Technology
 n Gesellschaft für Internationale Zusammenarbeit (GIZ)
 n GSM Association
 n Inmarsat
 n International Telecommunications Union (ITU)
 n Norwegian Agency for Development Cooperation (NORAD)
 n Omidyar Network
 n Orange
 n Republic of Benin
 n Republic of Rwanda
 n Republic of Tunisia
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 n SK-ID
 n Syniverse
 n United Nation Economic Commission for Africa (UNECA)
 n VIPPS
 n World Bank
 n World Economic Forum

The Trust Alliance will be a ‘Coalition of the 
Willing’. underpinned by Smart Africa member 
states. By developing a trust framework with 
aligned principles, the Trust Alliance will enable 
Smart Africa’s aim to develop a single digital 
market. The Trust Alliance will be accountable 
for its internal processes and structures, which 
will be user-centric and public-facing.

The Trust Framework will be implemented to 
the highest trust and technical standards and 
be interoperable to enable global compatibility. 
The Trust Alliance will provide for a Trust 
Certification process.

The Trust Certification process will create a 
transparent overview of Trust Service Providers 
that enable an accountable, integrated and 
trusted exchange of services and goods across 
the whole ecosystem - enhancing inclusion and 
growing the economic

Principles
Membership 
Criteria and 

Review Process

Institutional 
Accountability

User-centric 
and Public-

facing

Trust 
Alliance

A structure that can be trusted and 
can create trust

Trust Framework

Provision of Trust Certificate

Trust Service 
Providers

Accountable
Trusted 

IntergratedRelying 
Parties

Natural 
or Legal 
Persons

All participants have contributed a vast and incredibly valuable selection of documents 
produced in most cases by their respective teams for the bigger and common good of 
achieving a responsible and inclusive single digital market. All documents have been 
considered throughout the production of this Blueprint and will be mentioned in the 
reference section.  In addition, there have been further experts supporting the processes 
and contributing specifically through their participation during the workshops. Special 
recognition should be given to (in alphabetic order): 

 n European Commission, Konstantinos Kapsouropolous, DGConnect Directorate 
H4 eGovernment and Trust Unit

 n Government of Canada, Vidya ShankarNarayan, Director General, Digital Design 
and Digital Government, Innovation Science and Economic Department

 n Lawyers Hub (Kenya), Linda Bonyo, CEO/Founder
 n Paradigm Initiative (Nigeria), Boye Adegoke, Programme Manager 

Specific mention should also be given to the ongoing work of UNECA (2020c) Digital 
Centre for Excellence resulting in its proposed Pan African Trust Framework. Given the 
closely aligned interest and approach, this Blueprint is incorporating parts of UNECA’s 
work and will reference these as such. This Blueprint also draws from supplementary 
literature provided by the working group, which comprises a range of reports and papers 
on the subject of digital identity (see Appendix), and from the working group’s initial 
Concept Note.
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PROBLEM STATEMENT: WHY AND HOW DIGITAL 
IDENTITY? 

Of Africa’s population 1.2 billion people, an estimated 500 million are without legal 
identity (WB 2018d). Most are women, children and other socially marginalized groups. 
The lack of a legal identity is to be addressed by all countries as part of SDG 16.9: “By 
2030 provide legal identity for all, including birth registration” (United Nations 2016) 
which in turn is part of a bigger goal set out in SDG 16, namely to “Promote peaceful 
and inclusive societies for sustainable development, provide access to justice for all and 
build effective, accountable and inclusive institutions at all levels”. 

Within modern societies—where people often interact with others 
they do not personally know—the ability to provide trusted proof of 
your identity is essential to daily life. 

- Blog ID4D, Inclusive and Trusted Digital ID Can Unlock Opportunities 
for the World’s Most Vulnerable Aug 14th, 2019

In most jurisdictions, the availability of an identity with high assurance (such as typically 
provided through or based on a foundational identity) is a precondition for use cases, 
such as obtaining a mobile phone contract, opening a bank account, and accessing 
mobile money and payment systems. Likewise, people require a foundational identity for 
many other aspects of socio-economic inclusion, such as having access to passports, 
health services, land, formal employment, and heritances; access to a foundational 
identity can be the only way to obtain proof of  nationality, to evidence where you live, 
where you are entitled to use services, where you can vote. 
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Table 1. Source: Identification For Development (ID4D) Global Dataset, 2018, https://data-
catalog.worldbank.org/dataset/identification-development-global-dataset

Yet, access to a foundational identity is not the equal opportunity it ought to be for 
everyone across African countries. To base the creation of a digital identity exclusively 
on a foundational identification (ID) solution could in fact exclude millions of Africans at 
a time when Africa intends to put ICT at the centre of its socio-economic development 
agenda. Alternative pathways for the issuance of a digital identity, such as based on 
functional identification (ID) solutions can offer a pragmatic intermediate answer, albeit 
potentially offering a lower level of assurance. Table 1 shows that coverage of legal 
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identification (birth registration for children and national IDs or voter registration (as a 
proxy indicator) for adults) on the African continent is very uneven.

However, it is necessary to create sufficient assurance in the identity attributes and 
credentials provided for an organisation to offer a product or service. This should 
include the use of functional identification (ID) solutions, provided that such solutions 
have strong identity proofing and authentication processes. 

It is clear that a balance needs to be struck to avoid excluding people from access to goods 
and services, which has the direct effect of weakening economic growth. Currently, this 
occurs in two major ways: firstly by excluding certain employers or employees, who are 
then forced to work informally, or not at all, with the obvious additional impact on their 
inability to join social programmes as well as the missing tax revenue, and secondly by 
ignoring a wider set of valuable attributes, which if taken in aggregate, would contribute 
to a person’s economic profile, and then not prevent them from participating to their 
maximum potential.  Whilst this is a great challenge to any given jurisdiction, it has an 
even bigger impact on the concept of a single digital market. This can be seen in the 
comparatively low intra-African trade. At approximately 16.6% of Africa’s GDP, it lags 
far behind its potential. The Secretary General of the African Continental Free Trade 
Area Secretariat, Mr. Wamkele Mene, explains this as being a result of the following 
challenges (AfCFTA 2020): 

 n● market fragmentation;
 n● smallness of national economies;
 n● over reliance on the export of primary commodities;
 n● narrow export base, caused by shallow manufacturing capacity;
 n● lack of export specialisation;
 n● under-developed industrial regional value chains; and
 n● high regulatory and tariff barriers to intra-Africa trade amongst others. 

Especially the regulatory complexity deserves specific attention. At the national level, there 
are wide disparities between different regulatory frameworks and clearly accountable 
institutional structures. Only 29 African countries (55%) have a specific privacy and data 
protection law, and only 14 countries (26%) have established a data protection authority 
with a clear mandate and resources. At the continental level, the regulatory framework 
specifically for data protection and privacy rules remains fragmented. The African Union 
Convention on Cybersecurity and Protection of Personal Data (Malabo Convention) has 
been ratified by merely eight states (Angola, Ghana, Guinea, Mozambique, Mauritius, 
Namibia, Rwanda, Senegal) who deposed ratification instruments as of 18th of June 
2020.

To overcome these problems and achieve a single digital market, the working group’s 
suggestions incorporated into this Blueprint are that whilst the availability of a 
foundational identity should be supported by all means, it should not be a prerequisite 
nor the only pathway for a natural or legal person to obtain and use a digital identity, 
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where such high level of assurance might not be necessary; alternative approaches 
can be taken in the creation and authentication of a digital identity for each person.  
Within this, the challenge is to ensure that innovative approaches to securing a digital 
identity can still be recognised, accepted and trusted nationally and across borders. 
This means a mutual recognition mechanism needs to be established, which is built on 
trust supported by a robust framework and recognised across Smart Africa’s member 
states. Such a mechanism will be elucidated throughout the next chapters.Towards a 
Smart Africa Trust Alliance

As the efforts of Europe’s eIDAS have shown, developing continental trust among 
sovereign states with divergent digital identification (ID) schemes is a complex but 
achievable task requiring multi-stakeholder collaboration. For example, ensuring that 
the Alliance works for all stakeholders will involve considering local socio-economic 
complexities, the sovereignty of member states, as well as dependencies of external 
actors. Smart Africa’s mission of involving the private sector in this endeavour from 
the outset is new and unprecedented, but something Smart Africa is well positioned to 
realize. The concept of an “alliance” complements Smart Africa’s existing approaches 
to identity and more broadly it suggests strong political will and the convergence of 
governments and organisations around shared goals and mutual benefits. 

Smart Africa working group members have highlighted that the SATA should be outcome-
driven; technology-agnostic; complementary to existing frameworks; clearly linked 
to policy, regulation, and legislation; and designed to apply relevant standards to key 
processes and capabilities. In addition, it should describe a common approach among 
participating government authorities to enable collaboration and mutual recognition 
of each other’s foundational identification (ID) solutions as well as of other functional 
digital identification (ID) schemes from the public and the private sector. It should serve 
the needs of the various communities and actors to access and use digital identities. 

The SATA has to be flexible and open, thereby encouraging innovation and the evolution 
of a digital ecosystem and related economic structures in Africa. Smart Africa members 
also suggest that participation in the SATA should be encouraged, whilst remaining 
voluntary, and that trust decision-making will rest with each participating individual or 
entity, whilst the SATA will put the mechanisms in place to enable the establishment of 
trust. The reason for the ultimate trust-decision process remaining with each participating 
individual or entity is because the final risk assessment has to be conducted individually 
and cannot be carried by the SATA. As such, the SATA is providing a governance structure 
and framework to help build trust amongst all involved actors, but it is not a ‘Service 
Provider’ to manage risk. The SATA will allow for the mutual recognition of different 
platforms, services, architectures, and technologies. It will define two types of digital 
representations that are essential for the development of a trust scheme and a digital 
ecosystem: Digital identities of persons and entities and their digital relationships, i.e. 
the connection that might exist between a person and an entity that can be used to 
authenticate and/or authorise the claimed attributes.
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The SATA would neither provide digital identification systems to enhance cross-border 
transactions, nor store and manage identity data. Rather, it is a ‘coalition of the willing’, 
who agree upon a framework of principles, procedures and technical standards to build 
up trust among parties across the Smart Africa member states. This framework (Section 
2 of this Blueprint) comprises organizational, regulatory/legal, and technical measures 
to assert trust-relevant attributes about an individual digital identification (ID) scheme. 
These measures form a major part of creating trust: they serve as a questionnaire of 
key considerations to determine the level of trust any actor would feel adequate to give, 
considering risks and opportunities. Whilst the SATA is still evolving and key governance 
and technology solutions are still to be formed, the Blueprint suggests a process that is 
based on common standards and guidelines to review a member’s application to join 
the Alliance. A similar review process is the peer review, a concept which has shown its 
validity in Europe’s approach to establishing continental trust. Only that in this case, a 
review function within SATA will support the understanding of, and adherence to, the 
trust assurance mechanism, which would then form the application criteria to become a 
member of the Alliance. The peer review will remain an optional element amongst peers 
that decide to further evaluate the level of trust they can place in a potential partner who 
will be providing identity information. The decision to trust an identity, be it analogue, 
digital, or both, would remain with the peer organisation. 

This Blueprint does not suggest the adoption of a specific foundational or functional 
identity system. The SATA will not mandate adherence to a one-size-fits-all scheme as 
there are various ways of achieving country specific schemes. Rather, Section 2 serves 
as a guide for key questions and elements on how to achieve compliance with the SATA 
framework. It provides suggestions on how to meet the respective design and technical 
standards, whilst also providing a non-exhaustive list of objectives that members might 
want to achieve, as well as risks to mitigate. 

The SATA will facilitate the transition to a digital ecosystem for citizens, residents, and 
legally incorporated entities in Africa. As a federated digital ecosystem, it will transform 
digital identities into the capacity of persons, both natural and legal, to engage socially 
and economically across borders and jurisdictions of Smart Africa. The SATA will 
establish the electronic representation of the relationship of persons, such as one 
person to another person, one organization to another organization, or a person to an 
organization. It should also enable a future digital identity ecosystem that incorporates 
devices as they are increasingly becoming part of society (IoT)1. 

In its aim to be inclusive, the SATA will need to aspire to offer options for all different 
users. This will include vulnerable people, like elders who might find technology hard to 
use; people who are illiterate, suffer from disabilities, people who speak tribal languages, 
or other vulnerable groups like children; people with bad connectivity, no phone or no 
smartphone, no robust electricity supply, no or limited digital skills; and people that earn 
their living in the rural and/or informal economy and pool their resources at the household-
level. A household is defined as a group of persons who make common provision for 

1  The inclusion of IoT and the identity of devices was not discussed in the workshop and is based on the rec-
ommendation of the consultancy. 
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food, shelter and other essentials for living. In many parts of Africa, the household is the 
centre of demographic, social and economic processes. Decisions about childbearing, 
education, health care, consumption, labour force participation, migration and savings 
occur primarily at that level. Social protection, including government-to-person cash 
transfers, are also often organized on the basis of support to a household unit.

The SATA will also need to be inclusive towards natural and specifically legal persons 
that endeavour to enter into or grow their economic relationships. This can include 
the creation of a digital identity, but also the evolution of an existing digital identity, 
i.e. persons that might have access to a trusted legal identity, but struggle to provide 
further information from other potentially trusted sources that are currently not 
accessible or incorporated nationally or across Smart Africa member states. This will 
limit the person from fully engaging in the ecosystem and restrict their growth due to 
limitations of the system. Therefore, inclusion should also consider the many individual 
digital identification (ID) schemes that could help create a richer picture of a person, 
including attributes that go beyond authentication and provide information to enhance 
the authorisation to claim access to services and products. 

A further topic to consider is digital sovereignty. With 55 sovereign nations, Africa 
therefore has 55 legal jurisdictions to be taken into account which might further 
break down into states and semi-autonomous regions. Digital sovereignty describes 
a spectrum of different technical and regulatory concepts, ranging from the physical 
location of servers, the construction of undersea cables, to laws and practices pertaining 
to data protection and the taxation of data markets. Smart Africa ́s vision to transform 
Africa into a single digital market acknowledges these local complexities and national 
digital sovereignties. This Blueprint will address these complexities. 

A pan-African solution has to take ongoing initiatives into considera-
tion and work with them, not next to them. 

- Reference made by Hon. Minister Aurelie Ilimatou Adam Soule, ICT 
Minister Benin, during the SA Digital Identity workshop 31st March 2020
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Mutual recognition of national IDs for travel between Kenya, Rwanda and Uganda

Since 2014, citizens of Kenya, Rwanda and Uganda have been able to travel by land and air 
between these three countries using their national ID instead of a passport. National IDs are 
more convenient than passports because citizens should have one by default. On the other 
hand, passports are typically expensive and harder for remote populations to acquire be-
cause applications must be made in urban centers. This mutual recognition of national IDs 
has made travel more accessible, especially for border communities who depend on frequent 
trips across the international border for access to services (e.g. healthcare and education) or 
livelihoods (e.g. trade and access to markets). Anecdotal evidence suggests that accepting a 
national ID as a travel document has also incentivized regularized some movement: people are 
more likely to cross the border through formal channels, increasing their safety (e.g. for small 
women traders) and customs collections.

This Northern Corridor Integration Projects (NCIP) initiative was launched by Presidents Paul 
Kagame of Rwanda and Uhuru Kenyatta of Kenya when they used their national IDs to en-
ter Uganda in February 2014. It supports implementation of the the East African Commu-
nity (EAC) Common Market Protocol, which calls for EAC partner States to work progressively 
towards the free movement of people, labor, goods, services and capital. The model comprises 
verification of a citizen by their home country upon departure and the issuance of a temporary 
pass that is accepted by border authorities on the receiving side upon entry and exit. While it is 
a largely manual process, it demonstrates what is possible when three countries have trust in 
each other’s national ID and border management systems. The design and implementation of 
the model depends on strong collaboration between national ID and immigration authorities 
among the three countries, who are presently seeking ways to digitalize the processes and to 
expand it to other interested EAC partner States.
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West Africa Unique Identification for Regional Integration and Inclusion (WURI) pro-
gram

The World Bank’s West Africa Unique Identification for Regional Integration and Inclusion (WURI) 
Program aims to help improve access to services, including safety nets, social registries, health 
and pension programs, financial and digital inclusion, women and girls’ empowerment, and labor 
mobility by financing the development of digital foundational identification (fID) systems. With 
a particular eye to boosting inclusion and to making the invisible visible, the WURI-financed fID 
systems will provide a unique identity credential to any person in the territory of a country, irres-
pective of nationality, citizenship or legal status, who so desires one. These unique identity (or 
fID) credentials, which establish only uniqueness of identity by linking to biometrics data and do 
not establish a registrant’s legal identity, might in turn be used when seeking access to services, 
be for schooling, safety nets, SIM cards or banking. Furthermore, as reliance is on the backend, 
digital system, the Program need only finance low-cost physical credentials, and will collect only 
the most minimum of biographic and biometric data. Digital fID systems can play an important 
role in delivering and managing social protection, health and financial inclusion services and are 
more important than ever in times such as we are experiencing with COVID-19.

The Program has the added aim of improving regional integration. Open to all ECOWAS Member 
States, the Program’s first phase was launched on the 5th of June 2018 with Côte d’Ivoire, Guinea 
and the Economic Community of West African States (ECOWAS) Commission, and entered its 
second phase on the 28th of April 2020, adding Benin, Burkina Faso, Niger and Togo. WURI has 
three components, which are common to all participating countries: 1) Strengthening the legal 
and institutional framework necessary to structuring robust fID systems, including reinforcing 
data protection and privacy regimes; 2) establishing robust and inclusive fID systems, and regis-
tering all persons in the territory of the country and issuing them a unique identity number; and 
3) facilitating access to services at the national and regional levels through the fID credentials.

ACHIEVING TRUST IN MUTUALLY RECOGNISED 
IDENTITIES: LEVELS OF ASSURANCE
Digital Identity is a very broad term2 and, as analysed in the problem statement, a too 
narrow perspective on it can create unnecessary dependencies. At the same time, a 
Trust Alliance needs to (1) be based on secure interactions and exchanges, (2) minimise 
risks to the extent necessary and (3) be efficient; balancing these requirements as 
necessary. More concretely, there are two areas of focus: first, the quality of the actual 
creation of a digital identity which is defined by the quality and trustworthiness of 
the information provided (e.g. a birth certificate or a membership certificate in a local 
cooperative vs a social media account name); secondly, the quality and trustworthiness 
of the authentication mechanism with which the identified person will be able to verify 
their identity. A way of addressing these is through the concept of Levels of Assurance 
(LoA). Standardized Levels of Assurance (LoA) have shown their usefulness in other 
jurisdictions, such as eIDAS in the European Union as defined by the ISO standard, the 

2  Please see Appendix for further explanation of the concept of identity.
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NIST standard and guidelines in the United States, and others. LoAs are the different 
degrees of confidence – e.g. high, significant, and low – in the processes leading up 
to and including an identity authentication and authorisation. For example, enrolling 
a child in school or accessing social benefits might require only a Low LoA whereas 
executing high value financial transactions will require a High LoA. 

Within SATA, different LoAs could increase the level of confidence that can be placed in 
the identity being asserted according to how the relying party regards the value of what 
is being offered. In an African context, LoA needs to take regional specifics into account, 
whilst still ensuring international compatibility. One way of doing so, is by enabling lower 
LoAs to work without the requirement to link it to a foundational identity given that 
millions of Africans are not in possession of a birth certificate or national ID credential, 
or if they are, it might not be possibly to reliably verify, such as because it is paper-
based. Whilst the European approach uses three different LoAs, the African approach 
could incorporate more, as long as the differences are clearly outlined and accepted 
by all stakeholders. LoA must use case sensitive identities: mobile payments in the 
microfinance sector should not be treated in the same manner as large commercial 
transactions across borders. 

A Trust Alliance is much more than a digital ID scheme or set of interoperable digital ID 
schemes. Technical interoperability does not create trust in the integrity of processes. 
Hence, by accepting a given LoA as part of the SATA, the subject/user also needs to 
trust the process by which a claimed identity has been authenticated and possibly 
authorised. SATA has to be transparent and include redress and litigation mechanisms, 
conforming to the rule of law and international standards. Power imbalances are to be 
expected in the digital sphere and beyond. However, fundamental principles, such as 
non-discriminatory access and equality before the law, are universally important and 
also applicable to digital relationships within the confines of a trust alliance.

A solution should not be skewed too much towards government which 
has shown to slow down adoption rate.

- Reference made by World Economic Forum and World Bank ID4D, 
during the SA Digital Identity workshop 31st March 2020
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MULTI-ACTOR OBJECTIVES
The Smart Africa Manifesto is underpinned by the need for multi-actor collaboration. 
As such, the Manifesto expresses throughout its principles that a Single Digital Market 
can only be achieved if the whole of society works together. Whilst the Manifesto was 
put forward by the public sector, it is a clear invitation to the private sector to collaborate 
towards an ecosystem that enables everyone to participate to the maximum of their 
social and economic potential. The Manifesto was endorsed by all Heads of State and 
Government of the African Union, providing the necessary commitment and convening 
power to drive such a bold and necessary coalition to success. 

Principle 4: To put the Private Sector First.

- Smart Africa Manifesto, Transform Africa Summit 2013, Endorsed by 
Heads of State and Government in Kigali on 29th October 2013

In addition to this overarching call for multi-actor collaboration, there are various 
objectives to support this approach. Based on Smart Africa’s Concept Note on digital 
identity, the working group already elaborated the opportunities presented by the African 
market and socio-economic structure. This section will elaborate on this and further 
address the objectives resulting from a Smart Africa Trust Alliance applicable to the 
different actors. 

The overarching objective for SATA is phrased around the need to grow the intra-African 
trade. 

“[the AfCFTA] has the potential to enable Africa to significantly boost 
intra-Africa trade, improve economies of scale and establish an in-
tegrated market. It has the potential to be a catalyst for industrial 
development, placing Africa on a path to exporting value-added pro-
ducts, improving Africa’s competitiveness both in its own markets 
and globally. It also sends a strong signal to the international investor 
community that Africa is open for business, based on a single rule-
book for trade and investment.”

- Mr. Wamkele Mene, Secretary General of the African Continental Free 
Trade Area Secretariat (AfCFTA 2020)

The Secretary General also explains how such a development would equally create 
local “decent” jobs and improve livelihoods. Africa has a market of 1.2 billion people, a 
combined GDP of US$2.5 trillion (2019, pre-Covid), and Africa boasts over 400 African 
companies that earn annual revenues of US$1 billion (2019, pre Covid)) or more. 
According to Foresight Africa, a Brookings Institute publication, African industries have 
the opportunity to double production to nearly $1 trillion within a decade, with three-
quarters of that growth coming from manufacturing to substitute imports and meet 
increasing local demand. 
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In addition, Ify Ogo suggested (UNECA 2020b) that the AfCFTA could promote common 
rules and principles on digital ID, levelling the playing field for the African private sector 
wishing to take advantage of the common market for all Africans, even beyond cross 
border trade. As Mrs. Ogo puts it: “This makes digital ID an imperative for the continent 
beyond the AfCFTA!”

Digital identity is the beginning of a long and valuable chain of oppor-
tunities that enables citizens to better and more productively partici-
pate in the regional and global economy.

- Translated quote from Paul Kagame, President of the Republic of 
Rwanda, during the 32nd Ordinary Session of the African Union in Addis 
Ababa. Printed in cio mag.com No. 63

Apart from the overarching benefits that will result from the AfCFTA, there are further 
benefits to be derived from achieving SDG 16.9. In fact, the Centre for Global Development 
(CGD) (2015) describes that while there is intrinsic value to the target of 16.9 on its 
own, clear legal identity can also make a significant contribution as an enabler to the 
realization of a number of other SDGs. As such, the provision of identity can be seen as 
an indicator of state capacity, alongside other services. The CGD is suggesting that the 
identity targets can be directly related to at least ten clusters: 

1. social protection floors, including for the most vulnerable 
2. assistance in dealing with shocks and disasters 
3. equal rights to economic resources including property and finance 
4. the specific empowerment of women in this area 
5. improvements in maternal and child health 
6. coverage by vaccines and similar treatments 
7. improving energy efficiency and eliminating harmful energy subsidies 
8. child protection including the ending of harmful child labor 
9. reducing the costs of making remittances 
10. reducing corruption, fighting crime and terrorism and strengthening and impro-

ving the equity of fiscal policy. 

Overall, the benefits can be broken down more specifically to the individual, the 
businesses, and the states. Some of these benefits will result simply from developing 
an inclusive and robust digital identification (ID) scheme, however, SATA will have the 
ability to further promote and strengthen them. 

Objectives for natural and legal persons

The individual, either a natural or a legal person, is at the centre of SATA. The private and 
the public sector can only achieve their objectives, if the individual is being empowered 
and can fully trust and participate in the system. It is for this reason that SATA - whilst 
technically a Private-Public-Partnership through its governance structure - should 
be considered a Private-Public-Person Partnership (4Ps). This extra ‘P’ element of 
contribution, information sharing, and direct participation will be enabled through 
institutionalised public consultations based on the best-practice shared by the Pan-
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Canadian Trust Framework (Government of Canada, Innovation Science and Economic 
Department 2020). The individuals need to be involved throughout the process of SATA 
to make sure all objectives can be achieved equally by everyone, without discrimination. 
Individuals across the geographic and jurisdictional space will have different socio-
economic challenges to address, yet, the opportunities should be made available to 
everyone. If available and accessible, the list of benefits for the individual can be virtually 
never ending, touching on almost all socio-economic aspects of life. A few major 
objectives include:

 n ●Support societal inclusion: SATA is opening up further mechanisms of inclusion. 
Traditionally, digital identities used for accessing most services were stemming 
from access to foundational identification (ID) solutions; legal identity and ci-
tizenship are widely recognised as the bedrock of protections, welfare, services 
and rights such as voting and healthcare. However, functional identities also 
provide individuals with forms of social inclusion, e.g. a mobile phone account 
can enable further access to services that might otherwise have been dependent 
on a foundational ID. As outlined in the Concept Note, through digital identifica-
tion (ID) schemes from the public and the private sector, social services can be 
made better integrated, interoperable, and accessible. Furthermore, with effec-
tive digital identification (ID) schemes, governments and private service provi-
ders could better understand individual needs and create informed solutions to 
policy challenges. Hence, digital identity is associated with both societal inclu-
sion and political rights through informed policymaking based on datafication.

 n Support Financial/Economic inclusion: With a trustworthy capacity to be au-
thenticated and authorised, individuals will be empowered to access job mar-
kets. These markets, possibly in the form of a platform, are also providing 
new opportunities of offering jobs through trusted partners. This evolution will 
connect supply and demand of labour and knowledge in a way that might not 
only encourage growth in local employment, but also in pan-African employ-
ment opportunities. The same can be applied to goods and services that can in-
creasingly be offered through digital channels, empowering users to strengthen 
their market size and go beyond geographic and audience limitations. 

 n Promote the respect of privacy: The solution will be built on strong and clear 
data privacy and protection laws and mechanisms that are clearly understood 
by, and accessible to, the citizen, allowing for redress where necessary. They will 
be supported by ‘privacy by design’ principles and technical standards, incorpo-
rating consent and acquiescence mechanisms to make sure the user and data 
subject can share access to data without having to worry about any misuse. 

 n Create safe mechanisms for cross-border cooperation: The current COVID19 
pandemic, as well as earlier health crises, have shown the importance of a se-
cure, immediate and scalable channel to communicate with individuals and bu-
sinesses. These channels might be required for the government to communicate 
reliable information, it might also require individuals to feedback information to 
their government, as well as across private sectors. A growing inter-connected 
and integrated system will allow for quick and effective response mechanisms 
that can also enable money transfers and knowledge-based decision making 



Blueprint: Smart Africa Alliance – Digital Identity   First Edition©2020

Page 28

through data enriched information mechanisms. These response mechanisms 
are important on a national basis but can empower the continent even more if 
they could work equally across borders. Borders, communication, and business 
are becoming increasingly fluid and a national response to a global pandemic 
will always be less effective and efficient than a strong and aligned regional and 
continental response.

 n Improve trust in a multi-stakeholder system: Fragmented systems allow for 
fraud or simple unintentional errors that can cause huge losses and invisibility 
of people that are not part of the system. A trusted digital solution that is based 
on a federation of trusted partners, assuring accountability and trust through 
a transparent and inclusive collaboration, can enable a growing technical inte-
gration without having to rely on one central system that will cause new issues 
of trust and governance. Also, the repeating contacts that happen in a person’s 
life through a multitude of actors will progressively enhance confidence in the 
security level for the private and public sector, since such activity will confirm the 
person’s direct contact on a very regular basis rather than limiting the contact to 
one or a limited number of actors.  

 n Promote control of data by individuals: User-centric approaches to digital identity 
that align with high privacy and data protection rules will empower individuals to 
oversee and manage their data as well as be in control of data exchanges.

 n Improve the user-exeperience: Digitalisation in general can enhance the speed 
and efficiency of processes. Digital identity can firstly enable active engagement 
in the digital realm, but also more personalised services that enable a smooth 
and integrated user experience.

Objectives for the Private Sector

The private sector can benefit from two perspectives: (1) as a legal person based within 
the Smart Africa region wanting to further grow its business within other sectors, a 
wider audience, or across different jurisdictions; (2) as a national or international Relying 
Party wanting to offer services online to a bigger audience that has been created by 
empowering individuals to join the realm as clients, as contributors, as employees, or 
other roles performed online. Across these groups, the following potential objectives 
can be achieved:

 n ●Unlock economic opportunities: Digital identity of a legal person (i.e. a business) 
can enhance new opportunities for trade either with new clients, or in new mar-
kets, or across new sectors. It can also make marketing through online com-
munication more affordable, hence supporting the growth process. Further, it 
can create an open market for all sectors which can encourage cross-industry 
business models and collaboration.

 n ●Bring Ilegal and regulatory clarity: The private sector bears the risk of misinter-
pretation or navigation in grey zones of unclear legal and regulatory frameworks. 
This is particularly relevant in the area of data protection and privacy rights 
which can lead to the organisation not wanting or not being allowed to share 
data as an enabler of further benefit. This can limit well-intended digital services 
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that would reduce barriers and the cost of enabling others to reuse their assets 
through data attributes verification in the trust-decision process.

 n Reduced costs and enhanced efficiency: Accurate digital records with identi-
ties for natural and legal persons can facilitate faster and securer transactions 
through improved and trusted connected processes. This can reduce costs 
through the enhanced process, but it can also save potential costs from losses 
through falsified identities or other identity related fraud or required process 
steps to verify identities. 

 n ●Increase accountability, security and integrated fraud prevention.

 n Enhance trust in services: Through better processes, enhanced service offerings 
from potential collaborations, and personalisation, a private sector provider can 
enhance trust in their brand, which can drive customer loyalty through compe-
titive advantage.

 n ●Increase the agility of businesses: Faster, smoother and more integrated pro-
cesses can drive internal agility of the business to react faster to potential 
changes or stresses, but it can also support the ability to enter into new econo-
mic opportunities e.g. the gig or platform economy.

Objectives for the Public Sector

The public sector, specifically the governments, will be the greatest beneficiaries overall. 
Trade, business growth, trust and consequently investments will increase. UNECA 
(2020c) expects that the Trust Framework would help in formalising a significant 
proportion of the estimated US$50bn of informal intra-African trade. The GSMA (2020) 
is expecting Africa’s digital economy as a whole to grow to more than $300 billion by 
2025. UNCTAD (2019) is taking a particular focus on the development of the digital 
economy based on data and digital platforms. Digital data have become a key resource 
in economic processes, which can lead to value creation; and digital platforms are “... 
[an online] business based on enabling value creating interactions between external 
producers and consumers. The platform provides an open, participative infrastructure 
for these interactions and sets governance conditions for them” (Parker et al. 2016). 
The digital economy growth is driven to a large extent by the “network effects”, namely 
the benefits that accrue to users of a platform from additional users joining. That can 
keep costs low to acquire new users and allows for unprecedented growth. In this 
context, UNCTAD is suggesting that a digital economy can add somewhere between 
4.5% (narrow definition) to 15.5% (broad definition) of GDP growth on a global average.  

Each use case will carry a direct economic impact to a local government, either through 
enabling people to cross borders and hence help employment and much needed 
expertise, or by moving casual work from the informal market to an increasingly formal 
market, through tax payments, or new business opportunities, and increasing growth in 
competition and innovation. For example, Benin’s public revenue grew by 46.1% between 
2016 and 2019 due to a far-reaching digitalization of the public finance administration, 
which included, among other things, (i) the introduction of electronic machines for VAT 
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invoicing, (ii) the introduction of tele-declaration and tele-payment of taxes and duties, 
and (iii) the interconnection of tax and customs administrative databases. 

Amongst the many additional objectives for the public sector, are:

 n Reduce and share costs: Trusted digital identities can cut current efforts of 
repeated verification and make the processes of public services leaner, more 
robust and connected across other public sectors or, where desired, with the 
private sector. This in turn can enhance public service delivery and increase pro-
ductivity.

 n Reduce fraud: Using digital identities clearly associated with a natural or legal 
person, or where useful, to a household, can increase effectiveness and trust in 
the process. This in turn will reduce or even eliminate losses through leakage 
and abuse as well as decrease fraud and corruption via robust authentication 
mechanisms.

 n Improve services: A much more robust and integrated service offering can be ap-
plied to a variety of necessary public service offerings that might still be handled 
offline or include offline breakages to otherwise automated online processes, 
resulting in longer supply chains and back-office processes. In addition, Govern-
ment-to-Citizen (G2C) platform that can provide services like business name 
search and registration, driving licences, land searches and clearances, passport 
and visa applications, as well as services rendered towards foreign residents.

 n ●Increase institutional trust: By ensuring that the natural and legal persons are 
empowered to control and manage their own data (in line with international stan-
dards and requirements) trust will be placed in the institutional arrangements 
and the data subject will be supportive and committed to the overall growth of a 
Single Digital Market. 

 n ●Improve the cohesion of services: By being able to assure digital identity au-
thentication and enabling the allocation of necessary credentials, processes can 
be connected and hence can reduce fragmentation. It is important to manage 
this objective tightly with data protection and privacy rules and not allow suspi-
cions of surveillance to arise. 

 n Improve policy making processes: Cohesive and interoperable data systems can 
afford better population insights and use of information which in turn can en-
hance decision making and policy drafting on the basis of factual information. In 
the same way, civil society and particularly universities could benefit from such 
insights. Again though, it is very important to achieve these objectives in line with 
best-practice data protection and privacy rules. 

Tax Revenues from small- scale trade increased 5-10%.

- Reference from video clip shared by World Bank ID4D, during the SA 
Digital Identity workshop 31st March 2020. (WB ID4D 2018d)

GOVERNANCE AND THE CONCEPT OF TRUST
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Under the leadership of the Smart Africa Alliance member states, SATA is established as 
a private-public partnership and a consortium, structured and guided on the basis of the 
evolution of the Blueprint into tangible results. At this early stage, SATA is not designed 
as a new international treaty or organization that runs parallel to others (e.g. Council 
of African Regulators). The overarching driver for all stakeholders will be to increase 
productivity and secure interoperability between different jurisdictions, authorities 
in charge of data protection, national administrations in charge of digital identity and 
business processes.

This will allow SATA to develop standards and transform pan-African interoperability 
based on concise use cases, whilst laying the foundation for future trust schemes that 
do not necessarily depend on harmonized national digital identification (ID) schemes 
already in place but reflect the needs of Member States and SATA. 

The EU’s eIDAS initiative, which enables a digital ID issued by a 
member State to be recognized in all other member States, demons-
trates that standardization and interoperability allows participating 
countries to move at their own speed and to design national ID sys-
tems that simultaneously meet their domestic needs, while also 
meeting regional requirements and creating global opportunities.

- Study of Options for Mutual Recognition of National IDs in the East 
African Community, World Bank. 2018

Registration and ID issuing authorities throughout the Smart Africa member states will 
be in control of formulating guidelines, rules, implementing standards and accountability 
mechanisms in line with their sovereign laws and regulations, setting the ground for any 
future participation of other members. As is the case with eIDAS, common standards 
such as those achieved by a notification mechanism and member application review 
process will be required to ensure mutual recognition of identification provided by 
members across Smart Africa member states so that trust can be achieved. These 
standards need to be carefully prepared with the involvement of all stakeholders, such as 
state authorities, business representatives, and political and civil society organisations. 
This will result in clearly articulated guidelines to establish transparent and accountable 
processes contributing to the desired trust culture. To achieve cooperation and 
interoperability among these authorities, the rules and standards have to achieve 
mutuality on the basis of a minimum set of criteria which will allow local sovereignty, 
but also sufficient trust in each other’s approach. In addition, to achieve sustainability of 
the processes and adherence to interoperability, the Service Providers in general should 
enhance their systems and processes to guarantee the effort is structured in the best 
and leanest way so as to optimise prices. The public sector will be a crucial partner 
in defining the rules and standards necessary to enable such a legal and regulatory 
framework and to empower participation by a maximum number of persons and 
organisations as part of the Trust Alliance.
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The SATA can rest on a variety of institutional arrangements that may change over 
time, whilst membership should remain voluntary. Just like  Europe’s eIDAS model,  
which limits the ability to join only to EU member states or actors selected by their 
respective state, SATA is set to limit access  to African States and businesses based 
in Africa, considered by a Member State as a Potential Trust Service Provider, online or 
offline. Admission will be managed by the Trust Alliance according to a technical trust 
mechanism. This mechanism will consist of principles, the institutional accountability 
as defined through a clear mandate and terms of reference, and the notification 
requirements that feed the member application review defining the organizational, legal 
and regulatory, and technical measures. The Trust Alliance would admit, according to 
these clearly established criteria in the notification requirements, Trust Service Providers 
such as GSM companies, banks and financial institutions, chambers of commerce, 
public notary associations, but also small and regional institutions that might hold 
valuable information and relationships with people that are otherwise excluded, like 
cooperatives, local saving clubs, and others. The registration and ID issuing authorities 
can join the SATA any time, a member application review will not be necessary. When 
joining, a national registration and ID issuing authority/ies will notify all other members 
which ID credentials it issues and what Level of Assurance is attached to it. 

The African private sector could be involved in the design, develop-
ment and operation of continental digital platforms.

- Reference from Ify Ogo, Trade Policy Expert at the African Trade Policy 
Centre (ATPC) in the Regional Integration and Trade Division, United 
Nations Economic Commission for Africa (UNECA), presentation during 
Workshop, 2nd April 2020.

In addition, the SATA should assume a service delivery role based on initial use cases 
whereby the elements for a trust framework are put in place in an incremental and 
federated manner. In a bottom-up approach, potential trust service providers and 
entities will be drawn into the framework and will lead by example. This hybrid nature 
might result in an equally hybrid governance structure. Guidance can be found from 
existing precedents3. The Smart Africa Alliance could explore how to incorporate a 
peer-governed private-public partnership, focusing on the service delivery role, while 
pursuing the establishment of an intergovernmental legal and regulatory regime at the 
regional and/or continental level as demanded by the board of the Smart Africa Alliance. 
At that point, the Smart Africa Trust Alliance could morph into an African Continental 
Trust Scheme Authority.

During the initial and the final governance development stages, technical interoperability 
remains an important element of the SATA. However, interoperability will not be based 
on a single technical platform. Smart Africa working group members agree that the 

3  Examples are: entities incorporated as non-profit corporations under national law (e.g. ICANN– Internet Cor-
poration for Assigned Names and Numbers www.icann.org), or foundations and charities under national laws 
(e.g. GAVI- Global Alliance for Vaccines and Immunisation www.gavi.org), or even under national corporate law 
(e.g. ARC Insurance Company Ltd of the African Risk Capacity Agency of the AU - www.africanriskcapacity.org)
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nature of a transnational identity management ecosystem, comprising multiple identity 
providers relying on different authoritative source registries, demands a federated model. 
Achieving a federation of technically different identification (ID) schemes is a much 
more realistic goal than aiming at reaching a consensus about technical uniformity 
among all participants. Thus, the SATA will seek an agreement on the technical and 
design principles and standards, agreed-on concepts, and processes. The role of the 
SATA is to complement and help to develop existing technical standards and policies 
such as those concerned with security, privacy, vendors’ and systems’ neutrality, as 
well as service delivery. As SATA operates across borders and numerous jurisdictions, 
members as well as relying parties decide on all issues pertaining to identification and 
certification according to the statutory and regulatory framework of the country where 
they reside and according to their respective trust policy requirements. 

The SATA will facilitate common approaches between the public and the private sector 
and ensure alignment, interoperability, and confidence in digital identification (ID) 
schemes that are intended to work across organizational, sectoral, and jurisdictional 
boundaries. All stakeholders have to have high confidence and trust in the competence 
and integrity of the SATA and its members, its compliance with agreed principles and 
policies, as well as the integrity of its conduct. In the area of data sharing in particular, 
SATA will support the establishment of authorised systems to query databases as 
necessary, in an authorised and controlled manner. The aim will be to avoid creating 
closed systems while promoting targeted and proportionate data transmission.

To achieve this level of confidence, the SATA should encompass, at a minimum, the 
following roles and responsibilities (a schematic high-level framework and processes 
can be found in the Appendix):



Blueprint: Smart Africa Alliance – Digital Identity   First Edition©2020

Page 34

Role Responsibility

Trust Alliance The Trust Alliance can be considered a ‘coalition of the willing’, i.e. all members are fully 
aligned with the aims of SATA. Core contributors to the Alliance will be the respective Smart 
Africa member states, as well as the private sector. The Alliance should hold regular pu-
blic events and consultations to communicate and align its development of standards and 
specifications. The Trust Alliance can invite permanent members from national and inter-
national organisations (like the AU, United Nations agencies and the World Bank), individual 
experts, and civil society to join the Alliance. In order to maintain the sovereignty of the 
participating States, the private sector and civil society will be able to become members of 
SATA only after co-optation by a Member State of the alliance.

The Trust Alliance will follow an initial structure that grows depending on the project phase 
of the working group’s aim. During the pilot phase, it will be composed of ICT Ministires 
and the registration and ID issuing authorities of the three pilot countries, the Smart Africa 
working group members and other potential partners from the private and public sector, as 
well as civil society that are deemed to be helpful according to the Smart Africa Alliance. 
The pilot cases will be closely supported by an internal group within the Trust Alliance that 
should function like a Certification Department, owning the process of managing and further 
developing the member application review. Any changes to the member application review 
will need to be made transparent and will require an approval by the Trust Alliance. After a 
successful pilot phase and implementation, The Trust Alliance will grow to include other 
registration and ID issuing authorities based on an invitation to all member states. Accor-
ding to the new defined use cases, the potential Trust Service Providers are invited to notify 
their schemes and allow for a member application review by the Certification Department. 
This approach will be considered the Scaling Phase, where the certification process through 
the member application review will need to prove its ability to run reliably, and be trustwor-
thy and accountable, matching the requirements of scale, speed and quality. The Alliance 
should include a redress mechanism for potential Trust Service Providers in the event a 
member application review results in a negative decision.  

The Trust Alliance should also incorporate a function to share best-practice and learnings. 
One example could be a Smart Africa CERT (Computer Emergency Response Team) to share 
fraud information and coordinate mitigation procedures and actions across SATA member 
states and beyond.

The general onboarding process to become a member is defined by the member application 
review and will be triggered by a notification. Before such notification, every potential Trust 
Service Provider is encouraged to self-check against a set of considerations that define 
their role within the ecosystem, as well as the principles under which they should be ope-
rating. This process should allocate sufficient time to guarantee high quality returns. New 
members will need to be compliant with this onboarding process and subject to certification 
of the Trust Alliance through the Certification Department. The combination of the notifica-
tion (including the self- check) and the member application review is considered the trust 
framework which enables SATA. There should be a mechanism that allows for transparent 
access and dissemination of a list of certified Trust Service Providers.

The SATA will work on the basis of different Levels of Assurance (LoAs) which will define the 
level of confidence that can be placed in the identity being asserted according to how the 
Relying Party regards the cost-benefit of what is being offered. The number and distinctions 
of LoAs will be decided by the Trust Alliance and must be in line with international standards. 
The Trust Alliance will assure its own institutional accountability with clear objectives 
and instruments. This will include maintaining an adequate power share of independent 
members. 
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Role Responsibility

It will assure its processes remain compliant by running regular internal audits to review the 
performance and clear metrics for those assessments, as well as external and independent 
audits. The Trust Alliance will be transparent and accountable through measures like public 
consultations, an informative website, publishing rationale for decisions, and reports. The 
Trust Alliance will be set up to assure sustainability through robust resource allocation and 
strategic financing. An appropriate funding and administration mechanism will need to be 
established at a later stage which will need to address the concrete needs of the SATA.  
All members in the Trust Alliance should be liable for damage caused intentionally or ne-
gligently to any natural or legal person due to a failure to comply with its obligations in 
relation to a cross-border transaction. SATA may establish its own arbitration and litigation 
systems to ensure that the high trust standards of SATA are met in respect of parties to a 
transaction in which digital ID methods falling under the scheme were used, and a com-
plaints process for third parties in respect of SATA members.
The Trust Alliance might be of temporary nature and should support the parallel defini-
tion of an African Trust Scheme Authority. A Trust Scheme Authority could evolve the trust 
framework to a Trust Scheme comprising the evolved organizational, regulatory/legal, and 
technical measures to operate in that role, in a way that is agreed by national or interna-
tional governing bodies. Such a Trust Scheme Authority would be the official institutional 
arrangement resulting from an alignment with other organisations, initiatives, partnerships 
and actors involved in digital identification (ID) schemes, frameworks, and treaties. The 
Trust Scheme Authority would provide further structure and weight to the importance of 
the mission, the necessity for promoting further inclusion and making sure that there are no 
elements of discrimination, and of ensuring compliance with the rules outlined in the trust 
framework. The Trust Scheme Authority will be further empowered to grow the SATA, run a 
federated and transparent communication and change process, and use the opportunities 
resulting from SATA to further grow the Single Digital Market, especially through increasing 
integration of services and users.

Trust Service 
Provider

A member of the Trust Alliance will be considered a Trust Service Provider (TSP). In order to 
be a member of SATA, these service providers will have to be legally registered in Africa and 
co-opted by a Member State.  This means, a TSP will have to go through a member applica-
tion review, apart from the national registration and ID issuing authorities and their respec-
tive digital foundational identification (ID) scheme. Yet, should a member state wish to apply 
similar standards to review the digital foundational identification (ID) scheme from another 
Smart Africa member state theyreview. Membership will provide a TSP with a certification of 
trust provided by SATA, equating to a certification process of the highest standard. However, 
collaboration with any TSP will still remain voluntary to the ultimate Relying Party and natu-
ral and legal person. A high number of relationships with other TSPs and Relying Parties will 
increase trustworthiness. 

A TSP can be identified according to the LoA its credentials can provide (e.g. the creden-
tial(s) issued by the national registration and ID issuing authority will be a High LoA, whereas 
the credential(s) from a local co-operative might only be able to provide a Low LoA). 
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Role Responsibility

Potential Trust 
Service Provider

Potential Trust Service Providers (PTSP) are organisations and institutions that can provide 
credentials of differing degrees about a natural or legal person,  towards establishing a LoA. 
They are all eligible to apply to become a TSP, however, they might choose not to, or might 
not be in the position to do so. PTSPs should be encouraged to apply to become a TSP and 
their reasons for hesitation need to be understood and addressed where possible and in line 
with the principles. To apply, the PTSPs will put forward a notification to the Trust Alliance, 
and such notification will trigger a mandatory member application review by the Certification

Department, making sure there is no discrimination applied and every PTSP must be consi-
dered. Subsequent to the notification, the PTSP must provide information in a sufficiently 
transparent form about how their scheme works so that the member application review can 
be initiated against the claimed level of assurance of the identification (ID) scheme.

Relying Party Relying Parties (RP) are institutions, organisations, groups, alliances or any other gover-
nance structure from the private or public sector, as well as civil society. The RP important 
to the SATA are the ones that have a legitimate reason to require to know elements of the 
identity of a natural or legal person. The RP can be part of the Trust Alliance as a technical 
partner, helping SATA to understand the requirements and specifications that are necessary 
to receive digital identity information to apply to the authentication and/or authorisation 
process. The RP will be encouraged by a growing SATA as it will be empowered to consider 
further credentials for potential further onboarding of clients or being enabled to increase 
the service offering to existing clients, nationally and regionally. In order to manage a RPs’ 
internal risks, the RPs are free to run an additional review on a TSP in line with the peer re-
view, or they can request the documentation of the earlier member application review as well 
as any audits that might have happened in between. 

Subject/ User The Subject/User is a natural or legal person that relies upon identification, authentication, 
and/or authorisation on the basis of information held by a PTSP or TSP. They can be inte-
rested in either accessing a service or a product, joining a group, consuming a benefit or 
any other purpose that makes the subject/user want to enter into a relationship with a SP. 
The subject/user is encouraged to inquire within his/her ecosystem to identify existing TSP 
as well as encourage PTSP to notify and hence enable the subject/user to access a higher 
number of TSP, enabling them to prove additional credentials.

Auditor There will be internal auditors and external auditors to the respective organisation that 
needs to be audited. The Trust Alliance’s final institutional accountability mechanism will 
have to clearly identify the requirements of audits. Equally, the trust framework will need to 
clearly address the requirements expected of a TSP’s audit process, the regularity of such 
audits, and the types of auditors engaged (e.g. eIDAS recommends auditors of a certain size 
to run the more important/ bigger audits). This Blueprint will recommend the use of auditors; 
however, more concrete details will need to be articulated as the SATA is elaborated. 
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RISKS AND CHALLENGES ASSOCIATED WITH DIGITAL 
IDENTITY
A mature SATA will bring together TSPs with their respective digital identification (ID) 
schemes. These schemes may vary greatly in size, content, scale and complexity. Some 
might be digital and others still on paper. Whilst the move to digital is encouraged, it 
will not discriminate against any Potential Trust Service Providers but will support 
them during their endeavour to join the SATA. However, there are common risks and 
challenges associated with the implementation of a digital identification (ID) scheme 
at any stage of the scheme’s design. It is important to highlight these potential risks 
and challenges to support Identity Providers with their planning processes. The ways 
of mitigating these risks and challenges are discussed in the Principles section and 
throughout the document. 

Contextual

Infrastructure and readiness

The lack of reliable internet connections, computer equipment and devices (e.g. mobile 
phones), power supply, broadband and other appropriate technical infrastructure poses 
a challenge to implementing inclusive digital identity in many environments, in particular, 
in remote places where there are high costs associated with reaching people. 

A proliferation of different existing identification solutions in particular contexts can 
undermine efficiency and cost effectiveness of the authentication and authorisation of 
identities if such an ecosystem remains fragmented and under different standards and 
principles. 

In other cases, centralisation of identity information can lead to monopolisation of 
personal data, to siloed views on data and its best use, or to vendor lock-in limiting 
change and innovation as well as price inflation. In addition, a central collection and 
processing of personal data might undermine data sovereignty of countries.

Law, surveillance and discrimination

In some contexts, fragmented institutional arrangements and the absence of established 
authorities to monitor and enforce systematic processes, regulations and laws is a 
significant hurdle in setting up a responsible, rights-protecting identity solution. 

The absence or inadequacy of privacy and data protection laws can lead to invasive data 
practices and surveillance by state and/or corporate actors including surveillance, the 
misuse of personal data, and targeting or persecution of particular groups. Also, many 
countries have attempted to copy Europe’s data protection law (GDPR) which turned 
out to be not fit for purpose, not enforceable, or not relevant for new and emerging 
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technologies that may be used. As the World Bank suggests (2018), function creep is 
a related risk and accordingly “personal information should not be used for secondary, 
unconnected purposes without the user’s informed consent, unless otherwise required 
under the law.”

Crisis 

Conflict, violence, economic crisis and natural disasters are challenging to anticipate 
and may lead to the loss of information, weakened institutions and unclear legitimacy.  

Programmatic

Inclusion failure

Identity solutions can fail to meet the basic principles of universal coverage and non-
discrimination. Digital identification (ID) solutions depend on appropriate socio-cultural 
and infrastructural arrangements, including digital literacy and access to internet and 
devices. Beyond these digital divides there are also structural divides like urban-rural, 
gender, class, or caste. These can equally influence the factors for inclusion. Poor identity 
systems can augment exclusions and discriminations along these programmatic lines. 

Low birth registration rates introduce difficulties in setting up an inclusive system, and 
missing death registrations can lead to inefficiency and identity fraud.

Another inclusion issue arises by failing to motivate participation of PTSPs or by failing 
to include SPs that would like to use the service of a TSP. This can be because of a lack 
or unclarity of use cases, high costs of the service to provide identity information or 
verify identity credentials or attributes, or bad dissemination mechanisms to explain the 
concept and benefits to the ecosystem. 

Cost and complexity for users

Costs to users can be direct and indirect. For example, a program might involve overly 
complicated legal and administrative procedures, or overly complex enrolment and 
verification processes. Other examples include dependency on transport between local 
and central locations; unclear biometric consent process; extensive and unfair vetting 
processes.

Low user demand

Due to, for example, the programming being insensitive to local sociocultural practices 
or not involving sufficient training and communications, there can be a lack of immediate 
adoption.
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Institutional

Lack of institutional trust

Trust in the institutions that issue digital identification is essential for the success of a 
system. In some contexts, low levels of trust in key institutions jeopardise this. Examples 
of misconduct include the financial gain from the collection and storage of personal 
data, the political manipulation of an electorate and social control by monitoring and 
manipulation.

Unclear outcome and impact definition

For example, due to an inadequate problem statement, overly ambitious scope-setting, 
unclear institutional arrangements, ill-defined authority allocation, or centralised 
governance leads to concentrations and abuses of power and limited interoperability.

High and uncontrolled costs

In this case, unsustainable financing cannot cover the expense of processes such as 
enrolment, registration, maintenance, software, and data updates.

Limited operational capacity

Processes of continuous adjustment and adaptation for institutions implementing 
digital identification (ID) schemes can be challenging, compounded by a lack of staff 
training in the necessary capabilities. 

Cybersecurity

UNECA (2020) highlights that “data privacy breaches, cyber-attacks, and cyber-fraud 
around the world are on the rise, impacting on productivity, revenue, and client trust in 
the digital economy”. The GSMA (2020) estimates that cybercrime can be as high as 
$3.5billion in Sub-Saharan Africa alone.

Beyond the listed risks and challenges, there are two very distinct challenges specific 
to establishing a Trust Alliance for the mutual recognition of digital identities in Smart 
Africa member states that must be acknowledged:

 n The different legal frameworks, cultural traditions and regulatory approaches 
among African countries. For example, data protection laws are fragmented and 
may be insufficient; only 28 out of 55 African countries have data protection 
regulation. 

 n The challenge of balancing data sovereignty for African states against intero-
perability, best practice system design goals and effective cost management, 
along with the involvement of international companies that may un-moor Afri-
can data from Africa. To this end, it is essential that volunteer States establish 
national interoperability platforms. This objective will be supported by SATA.
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PRINCIPLES FOR THE SMART AFRICA TRUST ALLIANCE
In sketching out preliminary principles for the Smart Africa Trust Alliance, this section 
makes the first step in addressing the challenges of making continental interoperability 
work. While the principles for an inclusive and responsible individual digital ID scheme 
require distinct attention and will be included separately in Section 2, this section sets 
out principles for the overarching SATA. These are drawn from the Smart Africa working 
group’s discussions in the workshop around how to achieve trust and interoperability 
via LoA and governance, as well as the discussions about the best practice features 
of existing trust frameworks such as Europe’s eIDAS, the Norwegian example, and 
Canada’s Pan-Canadian Trust Framework. Rather than abstract ideals, these principles 
should be directly reflected in the structure and activities of the Alliance.

Sovereignty for member states

While guidelines must be adhered to, the particular e-ID means are not imposed - i.e. 
governments are not obliged to use specific technologies but rather multiplicity is 
respected. 

Inclusive 

Inclusion has to be enabled for all, including marginalised people as well as all economic 
actors; i.e. organisations to become TSPs and individuals to benefit from the trust 
framework and economic integration. By establishing LoAs, members with the most 
basic infrastructure can still satisfy the minimum criteria to participate in cross-border 
digital exchange. 

Neutrality and autonomy 

The private sector’s involvement is voluntary and technology neutral in order to promote 
open entrepreneurship and innovation.

Equitable 

Democratic management, equitable objectives and fair distribution of benefits for all 
stakeholders.

Cooperation 

Levels of Assurance defined by context and relied upon for the whole identity lifecycle 
to balance benefits and risks for stakeholders. LoA ensures the same criteria are being 
used by members to verify natural and legal persons; this is overseen by a member 
application review process. 
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Alignment 

Alignment with relevant laws and regulations as well as initiatives, treaties, and alliances; 
as well as coordination with international legal instruments e.g. UNCITRAL’s (draft) 
provisions for e-commerce.

Accountability 

Policies are robust and transparent, and the whole chain of trust is subject to 
independent external audit and liability mechanisms; a member application review 
ensures prospective digital identification (ID) schemes meet the necessary criteria.

Integrity 

Conduct of all members is with integrity and in support of the Alliance’s objectives and 
member application review standards, with the interests of the individual as the defining 
priority.

Federation 

The collaboration should allow for a federated governance and federated processes, 
combining regulatory driven, business driven, and user-centric approaches; 
centralisation is avoided to minimize concentrations of power and decision-making.
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SECTION II – THE TRUST FRAMEWORK

Introduction 

The Trust Framework will be the fundamental mechanism outlining how the Trust 
Alliance will operate. This will be an iterative process building on various existing and 
proposed steps. As a starting point, a PTSP will notify the Trust Alliance of its intention 
to certify its digital functional identification (ID) scheme. The notifying scheme will 
announce its proposed LoA after it has finished an internal review of its process and how 
it maps against the ecosystem within which it wants to operate and a set of principles 
that indicate clearly a responsible and inclusive conduct and interest. 

If the outcome of its internal review seems satisfactory, the PTSP can proceed with its 
notification to the Trust Alliance, which in return will trigger the member application 
review. The member application review will be based on elements put forward in 
the section below, basically mapping the PTSP against the regulatory requirements 
including identity proofing and verification, the identity means and the management 
and supervision arrangements. That means The Alliance will run a mutual recognition 
review to make sure that costs and benefits are balanced, and risks are minimised and 
transparent against the claimed LoA. The member application review and its underlying 
elements are laid out at a high-level basis in this Blueprint. The details of the member 
application review will be determined by SATA. 

The Notification Process

A PTSP planning to notify is advised to consider initial general questions like its role 
and position across the wider identity landscape. There are already major actors in 
the ecosystem that can guide SATA with suggestions and best-practice experience. 
In addition, a notifying scheme should consider dependencies that might constrain its 
ambitions. Most importantly, though, is a set of Principles against which each notifying 
scheme should validate its own behaviour, interests and approach.   

State of Affairs – Africa’s Digital ID Landscape 

A digital functional identification (ID) scheme has to be embedded in multiple ongoing 
public and private initiatives either within a country, a region, the continent, or global. It 
will be important for the digital functional identification (ID) scheme to consult national, 
regional and global actors and partners to align itself with the different initiatives and 
interests. This will help to build on best practice examples and lessons-learnt, and it will 
also encourage partnerships to help achieve a common and potentially bigger goal. The 
participation of sub-regions in particular will need to be pursued by SATA members to 
ensure that the framework is in line with ongoing regional community initiatives and to 
allow for broad ownership among members of these communities.
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A list of current initiatives can be found in the Appendix, however, in the fast-moving 
context of digitalisation and identity, a far-reaching communication and market research 
campaign should be considered to identify all possible complementing initiatives. 

Dependencies

Whilst the section above, African Digital ID Landscape, focuses on complementary 
initiatives that can benefit a national digital identity strategy and implementation, this 
Dependencies section concentrates on the risk of overlooking, or negatively impacting 
other initiatives. Such mistakes could result in a waste of funding, time and effort; if 
international partners are involved, it might even result in loss of trust and reputational 
damage.  A list of successful projects and initiatives is captured in the appendix, but, 
again, a thorough analysis will need to be conducted before each national identity 
strategy formulation and regularly during the implementation.  

Principles for Digital Functional Identification (ID) Schemes 

A wide range of key principles for Digital Functional Identification (ID) schemes is 
outlined in documents produced by organisations in this space, including the ‘Principles 
on identification for sustainable development’ facilitated by the World Bank ID4D and 
endorsed by 25 organizations; the WEF; the ‘Good Digital Identity’ from the African 
Union/ECA; the GSMA; and ITU; which the Smart Africa Digital Identity Working Group 
has gathered together and used to inform its Concept Note. This section summarises 
these principles and synthesises them with those discussed in the online workshop, 
with the aim of articulating clearly the fundamentals to which any implementation of 
digital identity by Smart Africa states and/or private sector members should adhere in 
order to be part of SATA. 

Outcome and Context Driven

Key actors agree that an identification (ID) solution must address real multi-stakeholder 
needs and achieve substantial improvements over existing systems. Setting out and 
evidencing a problem statement is a crucial means of ensuring digital ID does not 
become an end in itself but rather a means of addressing specific, user-centred issues 
within local contexts (cultural, geographical, regulatory and infrastructural). As well as 
being necessary and relevant for the user, the system should also be necessary and 
relevant to the ecosystem. It should complement rather than replicate or extend the 
unevenly distributed benefits of existing, often fragmented in-country ID systems, e.g. 
civil registration (UNECA 2020a). For this to be achieved, GSMA (2016) outlines the 
need to assess a country’s current identity infrastructure and align and build political 
commitment to the system within, and among relevant ministries and stakeholder 
groups. Furthermore, for the identification (ID) solution to be useful, it must be accepted 
in the identity ecosystem. Therefore, it needs to be recognised by authorities, institutions, 
individuals and companies, and be applicable everywhere without additional identity 
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verification. As the World Bank (2018) points out, ID should “meet the needs of public 
agencies and private companies that use—or could use—this identity as a foundation 
for other services or operations” and be interoperable as far as possible.

Inclusion

The creation of an identity must be accessible to all, including the most disadvantaged 
and marginalised people such as low-income households, people with disabilities, 
children and orphans, migrants and refugees, and all gender identities. Experts 
including Omidyar (2019) and the World Bank (2018) highlight a range of ways in which 
universal inclusion should be ensured from design to implementation. For example, by 
minimising barriers and costs to establishing and using ID, creating or revising laws, 
infrastructures and procedures that support inclusive access and connectivity and 
safeguard against discrimination. Inclusive identity also means recognising where 
analogue options are more suitable and accessible than sophisticated digital ones. 
Inclusion is discussed further in Section 6.4 below with regard to considerations for 
individuals, particularly marginalised people. Beyond individuals, Smart Africa working 
group members expanded the scope of inclusion to incorporate economic actors such 
as local businesses. 

Privacy 

Privacy is a human right and must be thoroughly instilled in the system’s design 
(Cavoukian 2009). Privacy is the first principle in Omidyar’s Good ID (2019) and a key 
element for the World Bank (2018). For example, these actors outline that sensitive 
personal information should not be disclosed. They suggest the collection of data 
be defined in accordance with the international standards e.g. the EU’s DPA and Fair 
Information Practices (FIPs). They also suggested that data should be anonymised and 
minimised, data collection should be proportional to the use case, and the incorporation 
of sensitive information such as DNA and GPS should be considered concerning.  There 
should be full disclosure of how identity data will be used. Individuals should have 
the legal right to change how their identity information is used and must be notified 
when privacy policies change. Workshop participants agreed that regulatory and legal 
provisions must be in place from the outset, in particular, substantial data protection 
laws and data protection authorities, recourse mechanisms and safeguards against 
function creep and surveillance. 

User agency

In the workshop, data control and consent for users was described as primordial. Actors 
agree that meaningful informed consent and choice must be established with regard to 
how individuals use an identity, and how the associated data can be used. Enrolment 
should under no circumstances be mandatory; the system must be voluntary for users. 
As the World Bank highlights (2018), individuals should have “genuine choice and 
control over the use of their data, including the ability to selectively disclose only those 
attributes that are required for a particular transaction”. Users should be provided with 
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options to deny use of their identity, update records when identity information changes, 
and revoke their permission even after permission has been granted. Where possible, 
organisations are also committed to enhancing the agency of users and their ability to 
have a greater level of ownership and control of personal data exchanges.

Accountable and participatory governance

Users need to be able to trust the institutions managing the system. It is well 
acknowledged that an identification (ID) solution must operate within a legal and 
governance framework secured by strong independent oversight and accountability 
mechanisms. For example, institutional mandates, necessary skills/capacities, 
responsibilities and T&Cs should be clearly delineated, particularly around resolving 
complaints or data breaches. Transparency in the original design is required, supported 
by public participation and feedback mechanisms. Choices around policies, design and 
data sharing contracts, tenders, and protocols should be transparent and guided by 
clear governance principles. Satisfactory recourse and grievance processes should 
be provided. In particular, the World Bank (2018) calls for full accountability via the 
adjudication of disputes by independent administrative and judicial authorities. Open 
participatory design via strong channels for public dialogue, continuously and from the 
outset, ensures accountability, constructive critique and buy-in from civil society groups 
and residents. It helps ensure the ID system addresses the issues most pertinent to 
residents and connects with existing advocacy efforts. Qualitative and quantitative 
metrics of success should be defined from the outset so that impact can be transparently 
measured and visualized.

Equitable value

Omidyar (2019) highlights the importance of digital identity delivering, first and foremost, 
high personal value to users. For this, data records must be accurate and precise, and IDs 
should be useful, interoperable and portable across services and sectors. Appropriate 
levels of friction must be in place for different types of activities or transactions. Users 
can benefit from customer-driven services which a digital identification (ID) solution 
can enable over time. In this sense, the digital identification (ID) solution can bring 
about mutual value, e.g. companies can unlock new business opportunities and their 
investment models and cost structures can generate returns whilst they enhance 
customer experience (WEF 2020). In a mutually valuable ecosystem, data are a 
commodity and so a fair distribution of the values derived from the data between all 
stakeholders must be ensured, especially for individuals and the public.

Sustainability

WEF (2020) discusses sustainability as a key feature of digital identification (ID) 
solutions, their financing and associated institutional arrangements and responsibilities. 
For example, it is necessary to have strategic technology investments and business 
models, long term coordination and commitment from government actors (that endures 
through ministry turnovers), and up-to-date training on digital issues for all relevant 
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stakeholders, in particular, policy and legal actors. WEF suggests collaborations among 
companies, industries, countries and sectors (government, business, civil society) and 
investments in shared capabilities (cross-sector coalitions, regulatory sandboxes) 
are key. Benefits to one stakeholder group might bring extra costs to another, so it is 
important to acknowledge this potential imbalance and have mitigation mechanisms in 
place to make sure all actors are encouraged to support the sustainability of a scheme. 
Within this, financial and operational sustainability should not compromise accessibility 
(WB ID4D 2018b). 

Security

Actors agree that digital transactions must be processed securely from start to finish, 
accompanied by effective and appropriate risk management, user education, and 
cybersecurity testing and strategy (e.g. layered access control, strong encryption, audits, 
safeguards and disclosure of breaches). Public and private frameworks are necessary 
in embedding an audit trail, assigning responsibility, and providing for recourse in the 
case of a security leakage or breach. Beyond the security and robustness of the scheme, 
security is also required to make sure the individuals involved are unique. This requires 
reliable authentication mechanisms to be in place that can choose from different means 
to prove someone’s identity to the level necessary.

Neutrality

Open source technology and standards can facilitate innovative future evolutions and 
mitigate risks of vendor lock-in. GSMA (2016) advocates a competitive, open process and 
smart technology choices, and the World Bank (2018b) suggests robust procurement 
guidelines and transparent procurement processes, and that “Technology neutrality and 
diversity should be fostered to increase flexibility and avoid system design that is not fit 
for purpose or suitable to meet policy and development objectives.” A ‘no legacy’ policy 
can prevent inappropriate technologies or systems becoming fixed. The aim is that 
information collections should be defined according to international standards, taking 
into account the Security Identity Alliance’s OSIA initiative, based on open standards. 
This prevents proprietary locking while ensuring interoperability of sovereign identity 
programmes.

THE MEMBER APPLICATION REVIEW
The approach of the SATA trust framework ties in closely with the work put forward by 
UNECA’s (2019a) Centre of Excellence, namely the Pan-African Trust Framework. The 
inclusion of this work in the overall approach of SATA is highly recommended. UNECA’s 
Pan-African Trust Framework is based on outcomes and impacts defined in the 
African Union’s Digital Transformation Strategy for Africa, the AfCFTA, and the Malabo 
Convention on Cyber Security & Personal Data Protection, and as such incorporates 
very important extant interests and actors that will be crucial to the advancement of 
SATA. 
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Further, the pan-European solution for electronic identification and electronic Trust 
Services (eIDAS) provides important guidance on the technicalities of a member 
application review. This Blueprint will be based on that guidance and amend it with 
SATA-relevant and African context-specific requirements to ensure that the approach 
is based on proven methodology and context relevant.

In addition, the work on SATA has to closely align with the development of data privacy 
and protection laws and regulations from the Smart Africa Data Protection Working 
Group. This working group draws on the learnings from the African Union Convention 
on Cyber Security and Personal Data Protection (Malabo Convention), the ECOWAS 
Supplementary Act A/SA.1/01/10 on Personal Data Protection, and the SADC Model 
Law on Data Protection.  The group studies the general proliferation of data protection 
regulation across Africa, including the concrete view of the data subject’s rights and the 
level of enforcement, and the cross-border data flow as well as the data sharing interests 
of each jurisdiction. The work and results from this group will greatly influence the 
expectations and requirements during a member application review as it will reinforce 
general principles for digital functional identification (ID) schemes to be respectful of 
citizen rights. But it will also impact the SATA directly in its role to harmonize rules for 
mutual recognition. 

Closely aligning with UNECA’s work, the eIDAS guidance, and the work advancing from 
the Smart Africa Data Protection Working Group, the member application review is 
suggesting the following six elements:  

1. Legal and regulatory standards incl. data & privacy protection rules 
2. Operational standards
3. Technical specifications & standards
4. Risk management & mitigation
5. Security requirements
6. Accountability mechanisms

The specific details of each element will most likely relate differently to the Identity 
Provider if it is a government actor compared to one that is a private sector actor. 
The main difference being that the government actor is able to influence the law and 
regulatory requirements, whilst the latter will need to comply with these requirements. 

Element

Legal and 
regulatory 
standards 
incl. data 
& privacy 
protection 
rules 

 n Adhere to all relevant legal and regulatory requirements, guidance and best practice. 
Namely:
a. Legal demand for identity for all, especially birth registration
b. Laws that enable digital identification (ID) solutions
c. Data protection and privacy
d. Data Sovereignty
e. Cybersecurity and Cybercrime
f. Other laws related to identity like the need for such to open a bank account 

(AML and KYC rules) or SIM card registration
 n Maintain validity of all required regulatory permissions, authorisations, and regis-

trations.
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Element

Operational 
standards

 n Competent and suitable management, technical and operational teams with rele-
vant skills, experience and background.

 n Operate with reasonable care and integrity.
 n Observe proper standards of conduct, and not act in a way which may be detrimen-

tal to the objectives, principles or members of the scheme.
 n Willingly and proactively participate in an initial and periodic audit on the matters 

addressed in this member application review framework.
 n Provide evidence of operational implementation: policies, procedures, training ma-

terials, test results, monitoring results, steps for continuous improvement and re-
ports from external auditors.

 n Keep records of all activities and make them available for audit upon request by the 
member application review.

 n Maintain fully paid up insurance cover in respect of third-party risks/ business conti-
nuity/ operational liability/ employers’ liability.

 n Optimise process to achieve best cost-output ratio.4

Technical 
specifi-
cations & 
standards

 n Technological solutions required for collaboration should follow the principles of 
neutrality and open standards.

 n Technological solutions required for collaboration should follow the principles of 
Privacy by Design.

 n Technical systems must be sufficiently capable of fulfilling the role of the member 
for current and reasonably foreseeable purposes.

 n Only employ staff and suppliers reasonably qualified and competent to install, deve-
lop and maintain technical systems to best practice standards. 

 n The organisation uses hardware and software that is robust and reasonably likely to 
achieve necessary up-time and delivery requirements.

 n Data and credentials are organised, structured and accessible as to support intero-
perability

4 For guidance on complexities resulting from interoperability see GSMA ‘Minimalistic Principles’: 1. Balances 
the benefits of interoperability with the costs of realisation. 2. Application of interoperability strictness where 
necessary. 3. Balancing of strict interoperability adherence and open implementation choices based on the ob-
jectives. 4. Implementation choices for openness where interoperability is not impacted. 5. Only externally visible 
interfaces scoped for strict interoperability paradigm. (GSMA 2020b)
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Element
Risk manage-
ment & mitiga-
tions

 n Establish, implement and maintain adequate policies and procedures, sufficient to 
ensure compliance with applicable legislation, regulation, codes and standards.

 n Maintain robust governance arrangements, which include:
 n well-defined, transparent and consistent lines of responsibility; 
 n effective processes to identify, manage, monitor and report the risks it is or might be 

exposed to; and 
 n internal control mechanisms, including effective control and safeguard arrange-

ments for data processing systems.
 n Provide adequate and sufficient training to employees, contractors and agents to 

ensure they conduct themselves in adherence with these standards and those pur-
ported by the organisation as part of a member application review.

 n Only engage third party suppliers if they meet the standards required of members in 
this member application review. Utilise due diligence before engaging the third party 
and conduct periodic audits thereafter.

 n Keep abreast of relevant legislation, regulations, regulatory guidance and require-
ments and take all necessary steps to ensure adherence.

 n Implement, maintain and regularly test a best practice disaster recovery and opera-
tional continuity plan.

Security requi-
rements

 n Employ cybersecurity architecture and systems appropriate to the risks exposed 
and the sensitivity of data being processed.

 n Fully implement and adhere to best practice physical IT security standards and po-
licies.

 n Conduct IT security assessments and audits according to best practice standards 
and frequencies.

 n Operate and routinely test IT security incident handling.
Accountability 
mechanisms

 n Periodic (monthly/quarterly/biennial/annual) reporting to the Trust Alliance of adhe-
rence to these member application review standards and any instances of non-ad-
herence.

 n Detail steps taken to mitigate and/or rectify any non-adherence and provide a rea-
sonably likely recovery prognosis.

 n Cooperate with the Trust Alliance in a transparent, forthcoming and timely manner.
 n Fully cooperate with any investigation process and provide investigators with all do-

cumentation, data and other information they request. 
 n The member application review will publish a transparent investigation process and 

method for determining penalties for non-adherence, including a process for sus-
pension or expulsion from the scheme and an appeal process.
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SMART AFRICA USE CASE
In order to achieve the proposed objectives and the creation of the Smart Africa Trust 
Alliance, the formulation, analysis and implementation of tangible use cases will be an 
imperative. These use cases need to be based on applicable real-life examples.

The use cases need to reflect the socio-economic situation in many African countries 
and allow for scaling-up and easy replication elsewhere. Based on the overarching 
ambitions of Smart Africa, the use cases should broadly impact along:

1. a continental free trade area in order to boost macro-economic development; 
and

2. socio-economic inclusion and the provision of a legal identity for all according 
to the Sustainable Development Goals.

The first type of use cases would centre around transcontinental trade by natural and 
legal persons. It could include the emerging platform economy and allow for high value 
and volume across borders. 

The second type of use cases should focus on individuals and groups of people at 
the margins of socio-economic development. Criteria for their inclusion into the Smart 
Africa pilot use cases should be economic vulnerability, lack of a usable foundational ID, 
achievable inclusion through a lower LoA, as well as market integration on the household 
level. This might include cross border petty trade.

Through a number of applied and implemented use cases the details of the Blueprint 
will grow and enrich the process of the notification and the member application review. 
This will enable a growing number of Trust Service Providers who can benefit from a 
wider allocation across use cases and sectors and lay the foundation of further inclusion 
managed by the Trust Scheme Authority as described in the chapters above. 

There will be a large number of potential use cases, and they might differ by scale, scope, 
involved parties, achieved outcome and impact, and many other factors. However, it is 
important to note that there is no use case that is not worth exploring. In the case of 
mobile providers, GSMA is suggesting a particular approach by leveraging an expanding 
set of rich customer data and high-use consumer channels, such as customer mobile 
phone contract and mobile money registration processes, retail distribution channels. 
Based on this, they are proposing that use cases could be applied across three key 
market sectors: identification and authentication; fraud detection and prevention; 
and credit referencing. These use cases can then be linked with digital identification 
(ID) schemes to authenticate users online and provide, for example, alternative credit 
reference data for financial services with appropriate consent mechanisms in place 
(GSMA 2020a). 

The formulation of a use case can be driven by a variety of considerations, including 
processes that are currently taking place online or offline; they can involve legal persons, 
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natural persons, or households; they can include the private sector, the public sector, 
or civil society; they can involve existing or potential Trust Service Providers; they can 
focus to achieve any LoA; and they can work in any combination of the before mentioned 
considerations. A good use case should, however, be scalable and achievable within 
a feasible timeline; all involved stakeholders should be supportive and committed to 
make sure the use case is sustainable and will work towards the objectives of SATA. 
Most certainly though, use cases should be in accordance with international laws and 
policies; SATA created applications based on digital identity should not be different to 
international standards, such as the open standards defined by the Security Identity 
Alliance’s OSIA1 initiative. 

A list of suggested use cases can be found in the Appendix. 

SUMMARY
As envisaged within this blueprint, which captures the combined and aligned contributions 
of many actors and stakeholders in the Smart Africa Digital Identity Working Group, the 
SATA has the potential to bring together a solution adapted to the:

 n particular socio-economic situation of the African continent and each country 
within it;

 n the political aspirations of its leaders, such as to increase social inclusion as en-
shrined in the SDGs, as well as creating a single digital market in Africa to gene-
rate inclusive economic growth through free trade and the regulated movement 
of goods, services, capital, and people; and

 n state of the art technologies.
Through the creation of a Trust Alliance that is based on clear objectives, principles, an 
unambiguous framework, and is well aligned with other initiatives and actors, SATA will 
be set up to be sustainable and grow naturally - driven by the shared objectives across 
all stakeholders. The fundamental element of trust will be the foundational component 
to its success. Hence, the structure must apportion power share in such a way that 
there remains no options for any one stakeholder to profit more than any other; a fair 
and equitable balance shall be at the centre of its structure and decision making. 

While it takes inspiration from models elsewhere, SATA is going to be an African response 
to the challenges and opportunities facing this continent in the digital age.
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APPENDIX

What is identity?

Digitization is a relatively new phenomenon that is affecting almost all areas of our 
private and public lives. This also applies to the handling of one’s own identity and the 
verification of other identities. However, all societies have known the concept of identity 
for a long time. It describes all the peculiarities of an individual and how they differ from 
others. 

Modern societies have developed processes that define identities and facilitate 
everyday life: in almost all areas of our lives we interact with private and public partners 
by verifying our identity in different ways. A bank, for example, needs our passport 
to open an account; a school, in turn, might need confirmation of age in the form of 
a birth certificate; and the employee receives an employee ID card to identify him or 
herself as belonging to the company. They give us access to public and private services 
such as financial services, education, e-commerce and communications. In addition, 
they allow us to cross borders and be recognized in other countries. Thus, a verifiable 
identity can also provide social and political inclusion, and protection through rights and 
transparency. For example, robust identity solutions could help protect against child 
marriage, slavery and human trafficking. Identity management also provides the basis 
for the vast majority of data projects, as it allows details to be captured at a granular 
level - the individual. Studies show that personal data provide information that can add 
value in all areas of SDGs, especially in the context of (a) equality and inclusion, (b) 
education, (c) information verification, and (d) security and justice5.

Identity is not only our name and address, but all the attributes that characterize us. 
This can be the profession, the education, the family, even the faith or political affiliation. 
Identity information is static, such as eye colour or fingerprint, or dynamic, such as 
education or opinion.  

Traditionally, starting in Europe, the identification and documentation of citizens has 
been the responsibility of the state. Documents and identity papers are issued on the 
basis of such systems. For example, the ‘UN Convention on the Rights of the Child’ 
stipulates that every child has the right to his or her own name and identity, but also to 
acquire a nationality. International conventions regulate the mutual recognition of civil 
status documents6. 

According to the World Bank, almost one billion people worldwide have no form of legal 
identification, mainly women, children and other vulnerable populations. As a result, 
they are denied access to these important state and economic services. According to 
a McKinsey study, a further 3.4 billion people have some form of legally recognized 
identification but have limited ability to use it in the digital world. But even an established 
legal identity and the availability of identification documents does not guarantee that 

5   McKinsey Global Institute, „Applying artificial intelligence for social good“, McKinsey Global Institute, 2018.
6   According to the Hague Convention on the Exemption from Legalisation of Foreign Public Documents
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they can be used effectively and efficiently for the digital domain.

More recently, this view is being extended, particularly through the work driven by the 
World Bank’s ID4D7. It distinguishes between two identity systems: 

The foundational identification (ID) solution: An identification system primarily created 
to manage identity information for the general population and provide credentials that 
serve as proof of identity for a wide variety of public and private sector transactions and 
services. Common types of foundational ID systems include civil registries, universal 
resident or national ID systems, and population registers (WB ID4D). 

The functional identification (ID) solution: An identification system created to manage 
identification, authentication, and authorization for a particular service or transaction, 
such as voting, tax administration, social programs and transfers, financial services, and 
more. Functional identity credentials—such as voter IDs, health and insurance records, 
tax ID numbers, ration cards, driver’s licenses, etc.—may be commonly accepted as 
proof of identity for broader purposes outside of their original intent, including as proof 
of legal identity, particularly when there is no foundational ID system (WB ID4D).

The system also assumes that basic data is collected by government agencies 
(foundational registry) and made available to other agencies as required (for their 
functional registries). Further, there needs to be interoperability between the two types 
of solutions, especially in the case where functional identification (ID) solutions are more 
advanced. Both systems are dependent on regular contact with individuals in order to 
remain up to date, and so an intelligent interoperability between two or more registries 
could ‘cleanse’ the data, with the consent of the data subject, and keep every register 
up to date.

The identity lifecycle

Typically, three process steps are required for a digital identity to serve the purpose for 
everyone: 

1. Identification: 
The first step is to create an identity for the purpose for which it is needed. This can be 
an email address when it comes to communicating. If the intention is to protect children 
from specific online content, then knowing the date of birth, will suffice to release or 
block the access. This also follows the principle of data minimisation. In business 
transactions, there may be legal regulations (to prevent money laundering or for taxation 
reasons) or the requirements of the respective business partners (trust or know-your-
client policies) that require significant or high identity security in identification. The 
collection may include information from (a) official (regulatable) data sources such as 
passport, driver’s license, or birth certificate, (b) biometric data, or (c) other sources 

7  World Bank Group, „Open Knowledge World Bank,“ World Bank Group, June 2014. [Online]. Available: https://
openknowledge.worldbank.org/bitstream/handle/10986/20752/912490WP0Digit00Box385330B00PUBLIC0.
pdf?sequence=1&isAllowed=y. [Accessed 2019].
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such as Facebook, LinkedIn, or Messenger Services. However, the information should 
be collected in such a way that it is available on different channels and for different 
uses and parties, subject to the consent of the data owner. This avoids the need for the 
user to personally introduce himself again and again for the initial creation, which can 
lead to increased expenses or exclusion, especially in rural and remote areas. This is 
especially true for women: 45% of whom have no identity in low-income countries (WB 
ID4D 2018d).

2. Verification (Authentication): 
The (re)recognition of an already created identity is usually referred to as verification or 
authentication and aims at an asserted property or entity (for example: I am a human 
and not a bot; I am the person A and not B) to confirm. The verification/authentication 
of an entity regarding the claimed identity decides whether an access authorization 
exists or not and thus allows or prevents further actions. If the decision is positive, 
the entity is considered authentic. It is in this area that inefficiency and fraud often 
occur. The introduction of smartphone applications and biometric methods have 
led to major advances in fraud prevention and, at the same time, to major data 
protection concerns. The trend here is towards verification/authentication by several 
factors (multi-factor authentication) and sometimes also on several devices. In other 
words, it is an authentication method that enables the use of more than one type of 
verification and thus represents an important second level of security for user logins 
and transactions. This works by requiring two or more of the following verification 
methods:

 n Something you know (usually a password)

 n Something you have (a familiar device that cannot easily be duplicated, such 
as a phone or a chip card)

 n Something you are (biometric)

 n Something you do (behaviour pattern)

These verification methods are increasingly complemented by alternative, less 
sensitive identity verification methods that further protect the identifier like 
tokenization, whereby one-purpose passwords are created. Examples of this 
tokenization can be found in online banking or at companies that rely on blockchain 
technology. 

3. Authorisation: 

In this last process step, the actual transfer of services or goods takes place. This step 
is necessary if further verification is required in addition to authentication, such as in 
the case of a pregnant woman who is entitled to state support for pregnant women. 
This is where the attributes come into play, which have to be verified by a service 
provider. In the case of pregnancy, for example, a doctor or hospital would have to be 
involved.
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State of Affairs – Africa’s Digital ID Landscape

Generally relevant initiatives and actors that either directly engage on the ground, or 
are driving forces within the relevant actors’ network are:

1. The World Bank Group advises and funds national digital identity and CRVS 
programs as part of its Identification for Development (ID4D) program8. ID4D 
consists of three components: (1) Country and regional action, where WBG 
uses the ID4D Diagnostic and ID Enabling Environment Assessment (IDEEA)  
tools to conduct identity ecosystem and legal framework assessments and 
provides upstream technical support and financing for implementation; (2) 
Global platforms and exchanges to stimulate coordinated action and global 
public goods, and to facilitate knowledge transfer; and (3) thought leadership 
and analytics to generate evidence about the importance of identification for 
development (“why”), how to build good ID systems, and to measure progress. 

2. The WB ID4D conducted a synthesis of African country assessments in 20179. 
The categories used to evaluate the readiness of a country were: coverage, 
robustness, integration, and legal framework. The study covered 17 countries 
where ID4D had carried out a Diagnostic, leaving the remaining countries to 
influence the evaluation by adding their state of affairs. Also, digital transfor-
mation happens at unprecedented speed and hence a more recent local sche-
me might have changed, and enhancement might have taken place. It might be 
useful to apply the blueprint specific categories laid out below and allow for an 
updated evaluation. 

3. In addition, the Omidyar Network10 and the Open Society Foundation11 are in-
terested in supporting the development of independent research and advice to 

8  https://id4d.worldbank.org/  
9  http://documents.worldbank.org/curated/en/156111493234231522/The-State-of-identification-sys-
tems-in-Africa-a-synthesis-of-country-assessments 
10  https://www.omidyar.com/our-work/digital-identity 
11  https://osf.io/ykag6/ 
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inform the technical and political decisions of institutions in the design of the 
architecture of national identity systems. 

4. ID4Africa12 is an ID-4 All movement that accompanies African nations on their 
way to developing robust and responsible ID ecosystems based on digital iden-
tity in the service of development, humanitarian action, security and facilitation. 
It is an agreement of representatives from African governments, development 
agencies and industry. The annual meeting of private and public functions is a 
good opportunity for exchange and development. 

5. Within the European Union, eIDAS13 (electronic IDentification And trust Ser-
vices) defines a Europe-wide regulation for cross-border use in the areas of 
“electronic identification” and “electronic trust services”. Instead of relying on 
traditional methods such as e-mail or fax or personally transmitting paper 
documents, Member States can now carry out cross-border transactions such 
as “1-Click” technology. This will make electronic transactions safer, faster 
and cheaper, and organisations will achieve a higher level of innovation. eIDAS 
focuses on: (1) Interoperability: Member States need to establish a common 
framework that recognises the eIDs of other Member States and ensures their 
authenticity and security. This makes it easy for users to do business across 
borders. (2) Transparency: eIDAS enables the creation of trustworthy central 
signatures. 

6. The World Economic Forum (WEF)14 has also made digital identity an important 
part of its discussions and analysis.  In this context, they founded the ‘Platform 
for Good Digital Identity’ (Good ID) in 2018, to which numerous other institu-
tions have also joined. The platform aims to drive global progress towards digi-
tal identities, meeting at least five criteria: They are functional, inclusive, useful, 
secure and offer a choice. The WEF has defined six criteria for cooperation.

7. The GSM Association (GSMA)15 is serving as the representation of GSM provi-
ders as a whole. Since most digital schemes depend on mobile technology in 
one way or another, they and their members are crucial actors. For example, 
the integration of mobile phones as part of a security mechanism for authenti-
cation and authorization cannot be underestimated. Further, in 2014 the GSMA 
and many of the leading mobile operators launched Mobile Connect16. To date, 
Mobile Connect is supported by more than 60 mobile operators (including 
Orange) in over 30 countries worldwide and is available to more than three bil-
lion people. Mobile Connect is enabled to be eIDAS-compliant, meaning it can 
operate cross-border as a public service authentication solution.

12  http://www.id4africa.com/ 
13  https://www.eid.as/home/
14  https://www.weforum.org/projects/digital-identity 
15  https://www.gsma.com/mobilefordevelopment/digital-identity/ 
16  https://drive.google.com/file/d/1gAknK0dde_L6P9_ZCJgLDaqpmOirSo9V/view?usp=sharing 
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8. The Digital Economy Taskforce (DETF)17 between the European Union and the 
African Union builds on sustainable investment and jobs with a focus on the 
digital economy. The basis for achieving these opportunities is based on digital 
identity, which will follow the principle of eIDAS. The Task Force is composed 
of 20 decision-makers in Africa and the EU as well as representatives of the 
private sector, the international financial sector and civil society. Its aim is to 
benefit from the following mutual advantages: 

a. Africa’s digital revolution, in which 82% of the world’s youngest population 
has mobile phones and has become a leader in mobile payments.

b. EU’s digital single market, which promotes competition and innovation 
based on a single market of more than 500 million people. This market 
includes regulations and directives to dismantle national barriers and 
promote networking, digital literacy, research, innovation and entrepre-
neurship. This will be supported by measures for digital commerce and in-
teroperability of e-government services. At the same time, the EU is leading 
the way in protecting citizens’ rights online, including privacy.

9. The Economic Commission for Africa (ECA)18 on Digital Identity, Trade and Eco-
nomy Initiative (DITE) and its Centre of Excellence is a collaboration of African 
countries, their regional organizations and the African Union. Together, they aim 
to define policies, strategies and regulations, to achieve national policy goals, 
realize continental aspirations as set out in the African Union’s Agenda 2063 
and meet the targets of the UN Sustainable Development Goals (SDGs) through 
the use of digitalization. The Centre of Excellence on Digital Identity, Trade and 
Economy has been established by ECA to lead this work through technical ad-
vice and reach. The Centre will promote the harmonization of related standards 
across member states, support the development of regulation to safeguard 
security and the upping of investments in infrastructure, as well as develop ca-
pacity and skills of key actors in member countries, including the private sector.

10. With extensive knowledge in mobile satellite communications, Inmarsat19 is an 
important actor helping to provide connectivity across easy and hard to reach 
areas. Inmarsat provides governments, commercial enterprises and organi-
sations with mission-critical voice and high-speed data communications on 
land, at sea and in the air, as applied across a few use cases like in the financial 
and healthcare sector as well as for safety and monitoring of people in remote 
areas20.

Needless to say, the most important actors will be the respective country(ies) participating 
in the SATA. This will include the national government, academia, civil societies, the local 
private industries and the people affected by the planned change. 

17  https://ec.europa.eu/europeaid/news-and-events/european-union-african-union-digital-econo-
my-task-force_en 
18  https://www.uneca.org/dite-africa/pages/what-digital-identity-digital-trade-and-digital-economy-africa 
19  https://www.inmarsat.com/
20  https://drive.google.com/file/d/1Ft08Z0GmS6fPcVxoQgehSAzIfKVL_B4E/view?usp=sharing 
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Other interesting actors are non-African best practice examples like the Norwegian 
scheme developed by the private sector program called BankID, which is owned and 
run by Vipps21 and in collaboration with the technical architecture provided by DXC.
technology22 in response to the need for a digital identity scheme from the banking 
sector. The initiative spread to other functions and sectors over a number of years and 
today provides a secure, eIDAS compliant (LoA High) digital identity and e-signature 
service across the whole spectrum of commercial and government use-cases, 
supporting a seamless integration of applications and registries, and with near to full 
coverage of citizens, merchants and government departments. 

Another notable non-African scheme includes ItsMe from Belgium, a private-public 
partnership where the government set the path with the necessary regulation but 
left the innovation and implementation to the private sector whilst keeping control of 
compliance through the certification process. The scheme is compliant with eIDAS and 
therefore allows for interoperability under the highest LoA. 

Further, Canada is in the process of implementing its own interoperable national digital 
identity initiative which is called the pan-Canadian Trust Framework (PCTF)23. This 
framework sends out specifically for its inclusive design process which included a 
subcommittee from the public sector and an expert committee from the private sector. 
In addition, the process was stimulated by multiple public consultations through 
various channels24, leading to a very principled user-centric framework.

Other potential actors could be the international donor community like GIZ in Germany, 
DFID in the UK, NORAD in Norway, AFD in France or the European Union’s development 
instruments.

Dependencies

Dependencies should be identified to make sure that any planned engagement is in line 
with other initiatives. A potential gap in identifying these dependencies can result in a 
clashing process or contradictions in the overall strategy. Current examples include:  

1. AfCFTA - African Continental Free Trade Area: any scheme has to be mindful of 
requirements that enable and support the efficiency of the AfCFTA.

2. AU, AfDB and ITU - any scheme should be mindful of input and interests from 
Smart Africa Partners that are not directly engaged in the working group for 
identification. 

3. Other Smart Africa working groups that can influence the work, like the data 
protection working group.

4. Information from other Smart Africa Alliance member countries (like the Kenya 
Digital Economy Blueprint).

21  https://vipps.no/ and https://vipps.io (EN)
22  https://www.dxc.technology/
23  https://diacc.ca/pan-canadian-trust-framework/ 
24  https://drive.google.com/file/d/1IOnS_EfzyHMB-dnTpAYoymtCcxbFc934/view?usp=sharing 
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5. UNECA: UNECA’s Digital Centre of Excellence is driving distinct work in colla-
boration and exchange with further partners like the African Union, namely the 
Pan-African Trust Framework.

6. UNCITRAL: United Nations Commission on International Trade Law - Draft pro-
visions on the mutual recognition of identity management and trust services 
(Working Group IV)

Use Cases

Proposed Use Cases for Pilot Implementation:

No Title Main Stakeholders Countries Topic/ 
Category

Submitted 
by

1 Cross border credit 
scoring and financial 
services

GSM Providers, 
FSP

Kenya, Ugan-
da

Social Inclusion
GSM Associa-
tion

2 Cross Border Sale of 
Handicraft

TSP, GSM Providers, FSP
Rwanda, Be-
nin

Social Inclusion World Bank

3 Cross Border Mobile 
Money

TSP, GSM Provi-
ders, Micro-Banks

Benin, Nigeria
Social Inclusion, 
SDG 16.9

DEQ

4
Shared e-KYC Utilities

State Identity Provi-
ders, FSP, GSM Pro-
viders

tbd
Social Inclusion, 
SDG 16.9, KYC

World Econo-
mic Forum

5 Trusted Cross- Border 
Remittances

GSM Providers, 
FSP

Rwanda, Be-
nin

KYC
Gvt of Rwan-
da, VIPPS

6 Cross-border e-Com-
merce

Various Private 
Sector, FSP

tbd
Platform Eco-
nomy

DEQ

7
COVID19 emergency 
transfers and safety net

State authorities, 
GSM Providers, 
FSP, Associations.

All countries 
in scope

Emergency Ma-
nagement, So-
cial Protection

UNECA

8 COVID-19 recognition 
of health insurance 
and/or COVID-19 test 
certificates for travel-
lers

State authorities, 
insurers, airlines

Benin, Rwan-
da, Tunisia

Health, Migra-
tion

World Bank

9 Public and Private 
Partnership for secure 
and effective procure-
ment process

State authorities, 
employers from the 
public and private 
sector

Benin, and all 
other African 
countries

Employment In-
clusion, Migra-
tion

Gvt of Benin

Note: Attach use cases here once finalised and submitted.

Schematic high-level Institutional Framework and Processes
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SATA Institutional Framework

TRUST ALLIANCE

Coalition of the 
Willing

CERTIFICATION 
DEPARTMENT

Determines 
applications by 
Potential Trust 

Service Providers.

Conduct periodic 
audits of Trust 
Service Providers 

 n Audited by Trust 
Alliance 

 n External Audits

 n Public Consultations
 n Institutional Accoun-

tability Mechanism 
 n External Audits

Members:
Continuous members: 
Member States 
Approved members: Trust 
Service Providers 
Invited members: Relying 
Parties from the Private 
and Public Sector, National 
Organisations, Interna-
tional Organisations, Civil 
Society, other Experts

 n Guidelines, Standards 
& Protocols set by 
Trust Alliance

Application Process for 
Potential Trust Service Providers

CERTIFICATION 
DEPARTMENT

Notification, including self-certification of baseline standards, by Potential 
Trust Service Provider

Request PTSP to 
provide further infor-

mation

Expel and remove 
from SATA Trust 

Service Provider list

Fail

Pass

Pass

Fail

Reject

Appeal 
Process

Appeal 
Process

Minded to Reject.
Invite TSP to pro-
vide further

Added to SATA Trust 
Service Provider 
list with Level of 

Assurance

Approve

Reject

 Periodic Audit by Cer-
tification Department 
and External Auditor
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Process for a Relying Party to 
Complain about a Trust Service Provider

CERTIFICATION 
DEPARTMENT

Relying Party makes 
complaint through 
defined channels.

Appropriate action 
taken. Eg. compen-
sation, requirement 

to improve practices, 
expulsion

Appeal 
Process

Appeal 
Process

Complaint 
Upheld

Complaint 
Upheld

Complaint 
Rejected

Complaint 
Rejected

Request further 
information from 
Relying Party, 
and/or response 
from Trust Service 
Provider

Reject

Amended

Reject

Process for a Relying Party to 
Complain about a Trust Service Provider

CERTIFICATION 
DEPARTMENT

Relying Party makes 
complaint through de-

fined channels.

Appropriate action 
taken. Eg. compensation, 
requirement to improve 

practices, expulsion

Appeal 
Process

Appeal 
Process

Complaint 
Upheld

Complaint 
Upheld

Complaint 
Rejected

Complaint 
Rejected

Request further 
information from 
Relying Party, and/
or response from 
Trust Service Pro-
vider

Reject

Amended

Upheld




